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Abstract: In recent years, the global mobility networks have grown rapidly and significantly and the smart phones have become
practical and even vital tools for users. Furthermore, the roaming service of smart phones provides a possibility for users to share
their information with others outside of the geographical region of home agent with the aid of foreign agent. In this paper, first, we
prove that the previously-published schemes in this field not only are vulnerable to some known attacks, such as the reply attack,
insider attack, user, home agent, and foreign agent impersonation attacks, and Denial of Service attack, but also some security
features such as user anonymity, untraceability, mutual authentication, perfect forward secrecy, and session key security are not
provided. Second, an authentication scheme based on smart card is presented for the global mobility networks, which not only can
solve the security weaknesses of the previous schemes, but also can provide the anonymity and mutual authentication between the
three entities of user, home agent, and foreign agent. Finally, security and efficiency of the proposed scheme are compared with the
previously-proposed schemes. The results demonstrate that the proposed scheme provides a proper level of both security and
efficiency.

Key words: Global mobility networks, Roaming, Key agreement, Mutual authentication, Anonymity, Untraceability, Smart card,
Biometric, Elliptic curve cryptography
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role alice (MU, HA, FA, KGC : agent,
Kmuha : symmetric_key,
Pfal,Pfa2,Rfal,Rfa2,Phal,Pha2,Rhal,Rha2,Ppub : public_key,
% Hash is hash function
Hash, Add, Sub, Mul, Rep, Gen : hash_func,
SND_MH, RCV_MH, SND_MF, RCV_MF : channel(dy))
played_by MU
def=

local State : nat,

IDmu,1Dha,IDfa,PWmu,Al1,A2,B,K2,Bmu, Tmul, Tmu2, Tmu3,Thal, Tha2 : text,
SK : symmetric_key,
NID,NIDnew,RPW,V,L,Xmul,Xmu2,Ymul,Ymu2,Mmu,Mha : message,
Inc: hash_func
const serverl_alice_sk, alice_serverl_nidnew, serverl_alice_ymu2, serverl_server2_sk,
subsl, subs2, subs3, subs4, subs5, subs6, subs7, subs8, subs9, subs10, subs1l, subs12,
subs13 : protocol_id
init State := 0
transition
1. State = 0 /A RCV_MH(start) =|>
State":= 2 /\ B:= new() NA1":= new()
NANID' := Hash(IDmu.A1')
N RPW:' := Hash(PWmu.B'.IDmu)
/A SND_MH({IDmu.NID".RPW'}_Kmuha)
N secret({IDmu},subsl,{MU,HA})
N secret({PWmu,B',A1'},subs2,MU)
2. State = 2 A RCV_MH({Ymul1'}_Kmuha) =[>
State:= 4 A\ Tmul' := new()
N\ V' := Hash(xor(xor(IDmu,PWmu),B))
N L' := xor(B,Hash(Bmu))
N Xmul':= xor(Ymul',RPW)
A\ Mmu' := Hash(Xmul'.Tmul'.|Dfa)
N\ SND_MF(IDha.NID.Mmu'. Tmul')
3. State = 4 ARCV_MF(Mha'.{SK'}_Xmul.Thal') =]>
State':= 6 /A Tmu2' := new() /\ A2' := new()
N\ NIDnew":= Hash(IDmu.A2")
/N SND_MF(NID.{NID.NIDnew'.RPW.Tmu2}_Xmul.Tmu2".|Dha)
N request(MU,HA serverl_alice_sk,SK')
N\ witness(MU,HA alice_serverl_nidnew,NIDnew')
N\ secret({A2},subs3,MU)
N secret({NIDnew'},subs4, {MU,HA})
4. State = 6 A\ RCV_MF(NID.{NIDnew.Ymu2'.Tha2'}_Xmul.Tha2') =|>
State':= 8 A Xmu2' := xor(Ymu2',RPW) A Tmu3' := new()
N SND_MF(NID.{NID.NIDnew.Tmu3'}_Xmu2".IDha.Tmu3’)
N request(MU,HA server1_alice_ymu2,Ymu2')
end role
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4l WS o Jloy) FA 6l SND_MF olles S5 L
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aeodlel .l 00,5 C8L ;0 el oo ddgi HA laugs a5 |, SK jlads
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role serverl (MU, HA, FA, KGC: agent,
Kmuha : symmetric_key,
Pfal,Pfa2,Rfal,Rfa2,Phal,Pha2,Rhal,Rha2,Ppub : public_key,
% Hash is hash function
Hash, Add, Sub, Mul, Rep, Gen : hash_func,
SND_HM, RCV_HM, SND_HF, RCV_HF: channel(dy))
played_by HA
def=

local State : nat,
IDmu, IDha, IDfa, IDscl, IDsc2, Lhal, Lha2, P, K1, Shal, Sha2, X,

Xhal, Xha2, Tmul, Tmu2, Tmu3, Thal, Tha2, Tfa: text,

SK, Khafa : symmetric_key,

NID, NIDnew, RPW, Xmul, Xmu2, Ymul, Ymu2, Mmu, Wfal, Wfa2,
Efal, Efa2, Ehal, Eha2, D1, D2, D3, D4, Khfl, Khf2, Khf3, Khf4, Mha : message,

Inc: hash_func
const serverl_alice_sk, alice_serverl_nidnew, serverl_alice_ymu2, serverl_server2_sk,
subsl, subs2, subs3, subs4, subs5, subs6, subs7, subs8, subs9, subs10, subs11, subsl2,
subs13 : protocol_id
init State := 1
transition
1. State = 1 A RCV_HM({IDmu.NID".RPW}_Kmuha) =|>
State:= 3 /\ IDsc1' := new() A Xmul' := Hash(xor(xor(X,1Dsc1’),NID'))

N Ymul':= xor(Xmul',RPW') A SND_HM({Ymul}_Kmuha)

N secret({Xmul'},subs5,{HA,MU})

N secret({X,IDsc1'},subs6,HA)
2. State = 3/\ RCV_HF(IDfa.NID.Mmu'.Tmul’) =[>
State:= 5 /\ Lhal' := new() A\ Lha2' := new()

/N Ehal' := Mul(Lhal'P) A\ Eha2' := Mul(Lha2"P)

N\ SND_HF(HA Ehal'.Eha2'.Rhal.Rha2)

N secret({Lhal',Lha2'},subs7,HA)
3. State = 5/\ RCV_HF(IDfa.Efal'.Efa2'.Rfal.Rfa2) =|>
State':= 7 /\ Wfal' := Add(Rfal,Mul(Hash(IDfa.Rfal).Ppub))

N\ Wfa2' := Add(Rfa2,Mul(Hash(IDfa.Rfa2).Ppub))

N\ D1':= Hash(IDfa.IDha.Efal'.Efa2'.Ehal.Eha2)

N\ D2':= Hash(IDha.IDfa.Ehal.Eha2.Efal'. Efa2’)

N\ D3':= Hash(IDfa.|Dha.Rfal.Rfa2.Rhal.Rha2.Pfal
.Pfa2.Phal.Pha2.Efal'.Efa2'.Ehal.Eha2)

N\ D4' := Hash(IDha.|Dfa.Rhal.Rha2.Rfal.Rfa2.Phal
.Pha2.Pfal.Pfa2.Ehal.Eha2.Efal'.Efa2’)

N Khfl' := Mul(Add(Mul(D2.Lhal),Shal,Mul(D4.Xha2)).
Add(Mul(D1.Efa2'),Wfa2',Mul(D3.Pfal)))

N Khf2' := Mul(Add(Mul(D2.Lha2),Sha2,Mul(D4.Xhal))
Add(Mul(D1.Efa2'), Wfa2',Mul(D3.Pfal)))

N\ Khf3' := Mul(Add(Mul(D2.Lhal),Shal,Mul(D4.Xha2))
Add(Mul(D1.Efal’),Wfal',Mul(D3.Pfa2)))

N Khf4' := Mul(Add(Mul(D2.Lha2),Sha2,Mul(D4.Xhal))
Add(Mul(D1.Efal’),Wfal',Mul(D3.Pfa2)))

N Khafa' := Hash(IDha.|Dfa.Ehal.Eha2.Efal’
.Efa2'.Khfl'.Khf2'.Khf3'.Khf4')

N Thal':= new() A K' := new()

/\ Mha' := Hash(Hash(xor(xor(X,IDsc1),NID)). Tmul.Thal'.|Dfa)

N\ SK' := Hash(K'.1Dmu.IDfa)
SND_HF(IDha.NID.{SK'}_Khafa.{SK'}_Xmul.Mha"Thal'{NID.Mha'Thal}_Khafa’)

N witness(HA,FA,serverl_server2_sk,SK')

N\ witness(HA,MU,serverl_alice_sk,SK')

N\ secret({Khafa'},subs8 {HA,FA})

N secret({SK},subs9,{FA,MU})

N secret({K',Shal,Sha2,Xhal,Xha2},subs10,HA)
4. State = 7 A\ RCV_HF(NID.{NID.NIDnew'.RPW.Tmu2'}_Xmul.Tmu2') =|>
State":= 9 /\ IDsc2' := new() /\ Tha2' := new()

N\ Xmu2' := Hash(xor(xor(X,1Dsc2'),NI1Dnew'))

NYmu2' := xor(Xmu2',RPW)

N\ SND_HF(NID.{NIDnew'.Ymu2'.Tha2’}_Xmul.Tha2')

N secret({IDsc2},subs11,HA) A secret({Xmu2},subs12, {HA,MU})

N witness(HA,MU,serverl_alice_ymu2,Ymu2’)

N request(HA,MU alice_serverl_nidnew,NIDnew")
5. State = 9 /\ RCV_HF(NID.{NID.NIDnew.Tmu3}_Xmu2.Tmu3') =|>
State':= 11
end role

HA o._\moéule -4 ‘_gb.; HLPSL b3 laseie 0 o
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Slbos S5 L 1, <NID, By, 1Dy, Ty, > oy culed)s 5 335 o0
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JU gg5 sl 00,57 8L j0 o o odgi HA Lawgs a5 1) Yy,
5 Julod 5l (5050, oy peoliie (ol ply sl dy oaipdle!
HLPSL ob; clasie oyl 1) Helb JUS g9, Jlo)l ply s
el oaosls Hlas (0) JSi o HA socszwly i ol y
p,sSl Job )0 w0gdise canlie (B) JSb 0 a5 j5bilen
L a5 |, <IDyy, NID, RPW> sbics caslys o aly HA (abicus
MU ;I RCV_HM Sldos S8 L g 00l 3o, Kiyna oylae ooJS
LYo b0} Sledbl Jols siaign S5 o g 00,5 il )0
Sllee S L g Kpuna oplie oS b oo 50, g0
secret({X, IDscl’}, awdel .S o Jlo)) MU (sl SND_HM
allo oo HA ks 1) Dy, 9 X (slejlasa a5 smo o 5Las SUDSE, HA)
a5 amo o olas secret({ Xmul}, subsh, {HAMU}) adel 4
Jsb o sl e HA g MU L5 |, Xy, woz e jlade
Py HA oot S Gl 5 Jlize cugn Sl om)sS
FA 5l RCV_HF cllee S L dy <IDg,, NID, My, Ty, >
el SND_HF cllae oS L s g9 03,8
el 035 o Jlo) FA 610 1) <Dy, Ep Epin s R
Sz sl lade a5 aws oo oylis secret({Lhal’,Lha2 },subs7,HA)
ply HA (o wilse HA L 1, €y, 5 C4
5l RCV_HF ollee SaS' L dy <D, Egy, By s Ry R
P9y 4 FA 5353 lee S i wlS alore a4y g 03,5 L0 FA
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E Ruas R

HAZ>

FAQ>

s MU Wl oo (o>l HA (ol opdle 531 55 oo [YY] CL-AKA
ply SND_HF &ldee SoS L HA (s 055 oo 5l,>1 1, FA
&l 1 <ID,, NID, E;, E,, E;, My, Ty >
5 witness(HA,MU, serverl_alice_sk, SK’) .oS5 oo Jlo)l FA
A oo olas 9o, witness(HA, FA, serverl_server2_sk, SK)
adlel a5 e dlre ) Jaie HA a5
aox jlade a5 wws e olas secret({Khafa }subs8, {HA,FA})
secret({SK },subs9,{FA,MU}) .auls oo FA ¢ HA L5 1) Ky pa

SK %

il o MU ¢ FA L 1) SK wos jlade wies o las
aS aeo o olas secret({K’,Shal,Sha2,Xhal,Xha2},subs10,HA)
o g Nl o HA LS 1) Xun 9 Xy Sy <Spy K slojlade
sl e MU 5 FA L 1, SK wos jlade aims o olis
aS aeo o olas secret({K’,Shal,Sha2,Xhal,Xha2},subs10,HA)
o g Nl o HA LS 1) Xpn 9 Xy Sy <Spy K slojlade
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request(FAHA, a4l S o Jloyl MU (gl,; SND_FM
as 1, SK wos jlade FA aas o olas serverl_server2 sk,SK)
sl FA cal o0S il webes ody HA Lawg
MU ;| RCV_FM cllee S&S L, <NID,E, T, , ID,, >
Sldee S L 1) <NID,E, Ty, > ple 9 05 0 S8l
elo FA (o llow S Jlo) HA ol SND_FH
cdlys HA 5l RCV_FH cllee WS L1, <NID, E, Ty, >
! SND_FM cldee SWS L 1) <NID, E;, Ty, > ply 9 05 o0
L1, <NID, Eg, ID,, Ty, > ple FA (o) 0 oo Jloyl MU
plo 5 wS cdl,s MU 5 RCV_FM  ollee SoS
JW,l HA (sl SND_FH olles S L 1) <NID, B, Ty, >
5 (V) USh 50 Cencdd i sl HLPSL bj Slasein i8S o

Sl odlsoals las (A) JSo j0 Bas g Jase i (ol

role session (MU, HA, FA, KGC: agent,
Kmuha : symmetric_key,
Pfal, Pfa2, Rfal, Rfa2, Phal, Pha2, Rhal, Rha2, Ppub : public_key,
Hash, Add, Sub, Mul, Rep, Gen : hash_func)

def=
local
SMH, RMH, SMF, RMF,SHM, RHM, SHF,
RHF,SFM, RFM, SFH, RFH : channel (dy)
composition

alice (MU,HA FA KGC,Kmuha,Pfal,Pfa2,Rfal,Rfa2,
Phal,Pha2,Rhal,Rha2,Ppub,Hash,Add,Sub,Mul,
Rep,Gen,SMH,RMH,SMF,RMF)

N serverl (MU,HA,FA KGC,Kmuha,Pfal,Pfa2,Rfal,Rfa2,
Phal,Pha2,Rhal,Rha2,Ppub,Hash,Add,Sub,Mul,
Rep,Gen,SHM,RHM,SHF,RHF)

N server2 (MU,HA FA KGC,Pfal,Pfa2,Rfal,Rfa2,Phal,
Pha2,Rhal,Rha2,Ppub,Hash,Add,Sub,Mul,
Rep,Gen,SFM,RFM,SFH,RFH)

end role

Condd (a5 (gl HLPSL o3 colasin Y S

plad et [UE5 )0 g oo odalin (V) IS0 ;0 a5 jobjlen
M) JSs 50 aileas Sle313 g3 slanless,T Ll sla i
Comidd diz b SO 3l S 5 5 gl lacol Jolss Lases i
S Glareas ) o 2l 5l (S Sl S poliiie o 4o a5 cl
T o e el ez g Sl Baa VWS 3k BB )8
Gy ) Oygods ol Grdual Olae (el 0ul Groual golgiiy
g oo
5 e 0,5 b (IDMy) )5 4wl :Secrecy of subsl e
a1 9 b Bolas yillb g (PWyy) jsae 5o, :Secrecy_of subs2
S )8 lp s @y Bolay yul)l :Secrecy of subs3 e
Dy go ALbl0ASS htee
Oleo «(NIDpew) 52,5 ooz jlesues awliss :Secrecy_of subsd e
D9 oo AT it g2 o 58l nl g jlxe )8
Sre 8 Glee (X, ) )8 (o5 lade :Secrecy_of subs5 e
290l 6l kS IDge 9 X oyl Ly Secrecy_of subs6 e

role server2 (MU, HA, FA, KGC:
agent,Pfal,Pfa2,Rfal,Rfa2,Phal,Pha2,Rhal,Rha2,Ppub : public_key,

Hash, Add, Sub, Mul, Rep, Gen : hash_func,

SND_FM, RCV_FM, SND_FH, RCV_FH: channel(dy))
played_by FA
def=
local State : nat,

IDha, IDfa, Lfal, Lfa2, P, Sfal, Sfa2, Xfal, Xfa2, Tmul, Tmu2, Tmu3,
Thal, Tha2, Tfa: text,

SK, Khafa : symmetric_key,

NID, Mmu, Mha, Whal, Wha2, Efal, Efa2, Ehal, Eha2, D1, D2, D3, D4,
Kfh1, Kfh2, Kfh3, Kfh4 : message,

M : {symmetric_key} symmetric_key,

N : {message.message.message.text}_symmetric_key,

O : {message.message.text}_symmetric_key,

Q : {message.message.text}_symmetric_key,

Inc: hash_func
const serverl_alice_sk, alice_serverl_nidnew, serverl_alice_ymu2, serverl_server2_sk,
subsl, subs2, subs3, subs4, subs5, subs6, subs7, subs8, subs9, subs10, subsll, subs12,
subs13 : protocol_id
init State := 13
transition
1. State = 13 /A RCV_FM(IDha.NID.Mmu".Tmul’) =[>
State":= 15 /\ SND_FH(IDfa.NID.Mmu'.Tmul')
2. State = 15 /\ RCV_FH(IDha.Ehal'.Eha2'.Rhal.Rha2) =|>
State"= 17 /\ Lfal' := new() /\ Lfa2' := new()

N Efal':= Mul(Lfal'.P) A Efa2' := Mul(Lfa2'.P)

N\ Whal':= Add(Rhal,Mul(Hash(HA.Rhal).Ppub))

NWha2' := Add(Rha2,Mul(Hash(HA.Rha2).Ppub))

N\ D1':= Hash(IDfa.IDha.Efal'.Efa2'. Ehal'.Eha2’)

N\ D2':= Hash(IDha.|Dfa.Ehal'. Eha2'.Efal'.Efa2’)

N\ D3':= Hash(IDfa.IDha.Rfal.Rfa2.Rhal.Rha2.Pfal
.Pfa2.Phal.Pha2.Efal'.Efa2'.Ehal'.Eha2’)

/\ D4' := Hash(IDha.|Dfa.Rhal.Rha2.Rfal.Rfa2.Phal
.Pha2.Pfal.Pfa2.Ehal'.Eha2"Efal"Efa2')

N Kfhl' ;= Mul(Add(Mul(D1.Lfa2'),Sfa2, Mul(D3.Xfal))
.Add(Mul(D2.Ehal’),Whal,Mul(D4.Pha2)))

N Kfh2' := Mul(Add(Mul(D1.Lfa2'),Sfa2, Mul(D3.Xfal))
.Add(Mul(D2.Eha2’), Wha2,Mul(D4.Phal)))

N Kfh3' := Mul(Add(Mul(D1.Lfal’),Sfal,Mul(D3.Xfa2))
.Add(Mul(D2.Ehal’),Whal,Mul(D4.Pha2)))

N\ Kfhd' := Mul(Add(Mul(D1.Lfa2'),Sfal,Mul(D3.Xfa2))
.Add(Mul(D2.Eha2’), Wha2,Mul(D4.Phal)))

N Khafa' := Hash(IDha.|Dfa.Ehal'.Eha2'.Efal’
.Efa2'.Kfhl'.Kfh2'.Kfh3'.Kfh4')

N\ SND_FH(IDfa.Efal'.Efa2".Rfal.Rfa2)

N secret({Lfal',Lfa2',Sfal,Sfa2,Xfal,Xfa2},subs13,FA)

N secret(Khafa',subs8 {HA,FA})
3. State = 17ARCV_FH(IDha.NID.{SK'}_Khafa.M'.{N1D.Mha}_Khafa.Mha'.Thal)=|>
State':= 19 A SND_FM(Mha'.M". Thal’)

N request(FA,HA serverl_server2_sk,SK')
4. State = 19 ARCV_FM(NID.N'.Tmu2'.IDha) =|>
State':= 21 A SND_FH(NID.N".Tmu2’)
5. State = 21 A RCV_FH(NID.O".Tha2)) =[>
State:= 23 /A SND_FM(NID.O".Tha2’)
6. State = 23 A RCV_FM(NID.Q".IDha. Tmu3') =|>
State:= 25 A SND_FH(NID.Q".Tmu3'")
end role
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adlel oS o Joyl HA 1 1) < 1Dy, By, Egy s Rey s Rey, >
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Al oo FA LS 1) Xpp 9 Xy <
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role environment()
def=
const mu, ha, fa, kgc : agent,
kmuha, kiha : symmetric_key,
pfal, pfa2, rfal, rfa2, phal, pha2, rhal, rha2, ppub : public_key,

h, add, sub, mul, rep, gen : hash_func,
serverl_alice_sk, alice_serverl_nidnew, serverl_alice_ymu2, serverl_server2_sk,
subsl, subs2, subs3, subs4, subs5, subs6, subs7, subs8, subs9, subsl0, subsll,

subs12, subs13 : protocol_id
intruder_knowledge =
{mu,ha,fa,kgc,kiha,pfal,pfa2,rfal,rfa2,phal,pha2,rhal,rha2,ppub,
h,add,sub,mul,rep,gen}
composition
session (mu,ha,fa,kgc,kmuha,pfal,pfa2,rfal,rfa2
,phal,pha2,rhal,rha2,ppub,h,add,sub,mul,rep,gen)
N session (i,ha,fa,kgc,kiha,pfal,pfa2,rfal,rfa2
,phal,pha2,rhal,rha2,ppub,h,add,sub,mul,rep,gen)
end role
goal
secrecy_of subsl
secrecy_of subs2
secrecy_of subs3
secrecy_of subs4
secrecy_of subs5
secrecy_of subs6
secrecy_of subs7
secrecy_of subs8
secrecy_of subs9
secrecy_of subs10
secrecy_of subs11l
secrecy_of subs12
secrecy_of subs13
authentication_on serverl_alice_sk
authentication_on alice_serverl_nidnew
authentication_on serverl_alice_ymu2
authentication_on serverl_server2_sk
end goal
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