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Introducing New Cryptography Method to Make Variable
Ciphertext
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Abstract: Through the passage of time, computer technology has been considered as a pivotal element in human life. Because of this
point, it is more evident that information security gained a prominent position. Cryptography is utilized to secure information in a way
that information became impenetrable under attack. In this paper, a new method of encryption is introduced according to the theoretical
channel coding method and modular calculations. In this method, with the help of science of numerical theory and modular calculations,
a method is used to generate dynamic permutation boxes and dynamic subsituation boxes. Then, with the help of information theory
and coding, random errors are added to the text. Generated random errors should be detected and corrected at decryption time using
decoding methods. The production of an independent cryptographic method with the pattern of intentional error use, along with the
use of a shortcut key (256 bits), has the advantage of this method over the pattern-matching methods.This method can perform an
encryption algorithm in which the performance of algorithm for a fixed text and a fixed encryption key, produce a differentiated
encrypted text, with Hamming distance nearly 50%, in comparison to the previous performances.

Keywords: Block encryption, Modular calculations, Information theory and coding, Dynamic P-Box, Dynamic S-Box, Prime numbers,
Symmetric key.
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