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An Artificial Immune System based Method for Defense
against Wormhole Attack in Mobile Adhoc Networks

S. Jamalil, Associate Professor; R. Fotohi, MSc; M. Analoui2, Associate Professor

1- Department of Computer Engineering, University of Mohaghegh Ardabili, Ardabil, Iran, Email: jamali@iust.ac.ir
2- Department of Computer Engineering, Iran University of Science and Technology (IUST), Tehran, Iran, Email: analoui @iust.ac.ir

Abstract: Mobile ad hoc networks (MANETS) are structure-less networks in which the mobile nodes are communicate wirelessly
with each other’s. This wireless channel makes the MANETS vulnerable against different types of attacks. Wormhole is one of these
attacks, according to which, two active attackers create a virtual private communication tunnel; reduce message normal stream and
pretend two non-neighbored nodes as neighbors. In this way, the path between these two nodes is pretended as the shortest possible
route between the source and the destination. Thus, all data packets passing through this route can be eliminated by these attacker
nodes. This paper inspires from human immune system to design a defense mechanism against wormhole attack, called WAAIS
(Wormhole Attack Artificial Immune System). In this proposed mapping, all unsecure routes, are considered as antigen. These
unsecure routes are recognized by some rules, which are considered as antibody. The simulation results show that WAAIS
outperforms WormPlanar and AODV in terms of packet delivery rate, average end-to-end delay and drop packets rate.

Keywords: WAAIS, Artificial Immune System, Wormbhole attack, Mobile Ad-Hoc Networks (MANETS).
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Algorithm 1: For training the detectors

1: Set counter n,, as the number of self ALCs to train;

2: Create an set of self ALCs as C;
Determine the training of self-element as D;;
While size of € not equal to n, do

3

4

5: Randomly generate an ALC, X;;

6 Matched = False;

7 For each self-set z, € D, do

8 If affinity between X; and Z, is higher than affinity

threshold r then

9: Matched = True;
10: Break;

11: End if

12: End for

13: If not matched then

14: Add X; tosetC;
15: End if

16: End Procedure
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Algorithm 2: For selecting immune route

1: Initialization:

2: Let P,,,,(r) as the probability candidate route;
3: Let R denote the number of candidate route;
4: Let F, denote the fitness route.

5: Let IR denote the immune route.

6: Procedure Selecting immune route

7 Forr=1 to R do

8: If P,,(r) > 05 Then
9: Push out route,;

10: Else

11: F; (Energy;.HopCount;.RTT;) =

(MaxRTT)+( HopCount; )+( Energy; )
RTT; Max HopCount. Max energy.

12: Select the route with maximum IR = (1 — Pwh(r)) *
F; (Energy;. HopCount;.RTT;)

13: End if

14: End for

15: End Procedure
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