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Short Abstract

In the fifth generation of mobile networks (5G), managing the high traffic volume of applications and the needs of active objects in this network requires
astrong, isolated, and secure platform. This is achieved by using the new concept of network slicing. DBNS (a distributed approach based on blockchain)
is a method of allocating resources in terms of network slices. Unfortunately, this method faces a security issue caused by the non-observance of data
transparency. A smart As a result of the allocation of resources between providers, this article utilizes the smart contract feature of the blockchain to
create data transparency, as well as a secure communication platform, in the context of network slicing and among different service providers (SPs),
creating a service and even reducing the delay imposed on the network. In this paper, we present a smart DBNS approach that uses smart contracts and
blockchains to make interactions between SPs more secure and smart. The simulation results of the proposed method show that on average, the service
delivery delay is reduced by 18% and 5%, respectively, in the two parts of the URLLC and mMTC networks, and it promotes a new approach in the
integration of these two technologies.
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1-  Short Introduction (4-5 lines)

One of the most important concepts presented in 5G networks is network slicing. In order to optimize the management and orchestration of shared
resources among NFV nodes operating on a common physical platform, researchers have developed a variety of approaches. The security weaknesses
that exist in the communication platforms between the slice providers have not been taken into account in many of the studies that have been conducted.
In [8] the researchers developed a comprehensive blockchain-based network slicing platform called DBNS. At DBNS, a private blockchain (Quorum)
provides the infrastructure for SP’s to share and manage core network resources. In [10] researchers proposed a blockchain-based network slice
architecture called NetChain. The researchers provided the slice orchestration architecture with multi-domains, increasing the fairness and privacy of
the slicing users. In [11] Researchers have used blockchain structure and smart contracts to manage Service level agreements (SLAs) between customers
and service providers. However, many proposals do not consider the following two issues: first, Multi-domain network security of traffic flows between
SPs. And second slice resources overflow when resource allocation requests in the core network increase. The blockchain is one of the methods that
can be used to solve the problems that have been discussed above.

2-  Proposed Work and Methodology

The DBNS platform provides a platform for service providers to communicate with each other in a segmented network environment using the block
chain structure. In this platform, service providers are connected to each other using the block chain and use this structure to hold a kind of tender
process. When a service provider cannot provide service to its corresponding users due to the completion of its resource capacity, it can employ another
service provider to provide services to the user by using DBNS. The main difference between smart DBNS and normal DBNS [8] is the use of smart
contract in the bidding process. The proposed method uses a smart contract to conduct an auction between domains’ SPs. When a SP requests a new
resource, it registers the transaction request to start the bidding process. By using the smart DBNS, data transfer is transparent between nodes, which
means SPs cannot monopolize the selection process. By using smart contract and block chain, we present a smart DBNS approach, based on which
interactions between SPs become smart and their security increases. The simulation results of the proposed method show that on average, the service
delivery delay is reduced by 18% and 7%, respectively, in the two parts of the URLLC and mMTC services, and it promotes a new approach in the
integration of these two technologies.

3-  Conclusion
The smart DBNS approach has two general goals. The first objective, by using the concept of smart contract, is to try to create a kind of data transparency
as a security parameter among the offers provided by service providers, in the network segmentation environment, with the aim of allocating newer and
more resources for users. The second goal is to reduce the additional overhead imposed on the network by repeated encryption/decryptions. DBNS
architecture based on smart contract also helped the entire network structure to automatically and transparently handle the change of service provider
and compensate the lack of resources for user services. By using smart contract and selecting three different types of network components, we were
able to reduce the average delay for providing service and improve the design for URLLC and MMTC network components.
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1:fori=1to D do
2: if D; == Full then
3: setRFP (PK .. )
SPy
4: begin Timer
5: SP4 Submit the RFP
6: setRTP(T;, Qi, Pi, Li, Ci)
7: All SPs submit their bids (py )
S,
8: EndRTP
9: EndTimer
10: End RFP
11: setDecryptBid
12: SPqy Submit the Private key (py )
SPy
13: All the bids decrypted
14: EndDecryptBid
15: Obtaining Bid; Func
16: setWinnerSP
17: EndsetwinnerSP
18: end if
19: SPy — new SPy

20: end for
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