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Abstract

One of the obvious reasons for most disorders in network service provisioning is network path congestion. Congestion
avoidance in today's networks is too costly and sometimes impossible. With the introduction of SDN, centralizing the
equipment's control plane has become possible. This paper presents an enhanced method named ESV-DBRA to avoid
congestion in multi-tenant SDN networks. At first, ESV-DBRA monitors the traffic load and delay of all network paths
for each tenant individually. Then, by merging the parameters obtained from the monitoring, the Service Level
Agreements (SLA), and a novel proposed cost function, it calculates the cost of the network paths per tenant. As a result,
traffic for each tenant is routed through the path/paths at the lowest possible cost from the tenant's perspective. Next, the
bandwidth quotas will be calculated and assigned to the tenants over their optimal routes. Afterward, whenever congestion
is likely to occur in a path, ESV-DBRA automatically changes the route or bandwidth of the tenants' traffic related to this

path to avoid congestion. Related algorithms are also proposed.
Eventually, simulations show that the proposed method effectively increases bandwidth utilization by 10.76%.
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1. Introduction

Because the bandwidth demand of access network
subscribers is increasing due to new and modern
centralized applications [1], availability and quality of
service (QoS) are becoming more important. Network
link congestion is one of the parameters that directly affect
these two factors, which may occur for various reasons,
such as link failure or improper distribution of network
traffic load. Avoiding congestion in traditional networks
is costly and sometimes practically impossible. This is
due to reserving bandwidth for both the main and backup
paths, which is not only expensive but also leads to having
so many link capacities idle and useless.

But with the advent of software-defined networks (SDN),
in which the control plane of devices is separated from the
data plane and centralized control part of the network
[29], network management has been simplified, and SDN
allows for rapid network innovations [26]. Some
researchers believe that SDN has become the de facto
standard for future network infrastructures [6] and could
execute a re-routing strategy to improve network
effectiveness and decrease data congestion [3].

The reason for choosing multi-tenant SDN in the
proposed method is that flat SDN platforms often have
theoretical and experimental usage. Because in a flat
SDN, all servers and clients are placed in the same general

environment and are not isolated. It causes many
problems in large enterprise networks, such as low
security, the multiplicity of broadcast packets in layer two
networks, the multiplicity of routing records in layer three
networks, and equipment limitations.

Virtual Tenant Networks (VTN) technology is introduced
rather than flat SDNs to solve such problems, which
allows dividing the physical network into several isolated
logical networks. With this approach, the complexity of
the underlying network will be hidden, and network
resources will be managed more profitably to reduce
network configuration time and errors [21].

The multitenancy concept is also used in other
environments, such as data centers (DC), service
providers (SP), and infrastructure providers, to address
resource allocation issues [27]. Due to network resource
limitations, the multitenancy concept also plays a
significant role in 5G networks. SDN is set to address the
limitations of traditional networks [2], and the 5G
network slicing architecture is a key technique that
enables the operator to create traffic separation that
provides optimized solutions for different network users.
Network slicing enables the sharing of 5G infrastructure
between different tenants, leading to improved service
customization and increased operator revenue [4].
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This slice is introduced as a response to two main
challenges: 1) efficient transmission of data flows with
radically different characteristics and QoS requirements
over the same physical network infrastructure, and 2)
providing seamless support for diverse business models
and market scenarios, for example, to provide
comprehensive communication services to industrial
verticals. This slicing architecture is also realized by
technologies such as VTN, SDN, Network Function
Virtualization (NFV), Multi-Access Edge Computing
(MEC), Mobile Edge Computing, Cloud/Fog Computing,
and so on [5-9].

The proposed method, Enhanced SDN VTN Dynamic
Bandwidth Resource Allocation (ESV-DBRA), offers a
proportional distribution of the multi-tenant SDN traffic
load. ESV-DBRA monitors the bandwidth utilization of
each VTN and compares it with the determined SLA.
Then it takes the needed actions automatically when it
guesstimates any path (or paths) congestion before
occurrence. The actions include finding the next best path
per VTN and calculating the bandwidth volume of each
VTN that should be moved to the next best path. Each
path cost for VTN is calculated from end to end to find
the best path for each VTN traffic, and the path with the
lowest cost is selected as the best path for that VTN. The
proposed method offers a novel bandwidth and path delay
function to calculate the path cost.

As industry needs and user experience become more
sensitive and rigorous to latency timeliness, the
development trend of SDN has shifted the focus from the
pursuit of stability and compatibility to the satisfaction of
low-latency communications [10]. Accordingly, in
addition to the bandwidth parameter, the delay of the
network paths should also be calculated accurately so that
the route selection process can be more accurate.
Therefore, the path delay is calculated end-to-end using
an innovative method in the proposed method.
Furthermore, network bandwidth resources are
dynamically allocated for each VTN based on the SLA.
Finally, after calculating the best path and the new
bandwidth for each VTN in each link, the new bandwidth
values are checked, and if they match the free capacity of
the links concerned, they are applied to the physical links.
This method is constantly repeated if necessary to prevent
possible bandwidth congestion in the network.

2. Path congestion avoidance using a DBRA system
in a VTN-support SDN

The most commonly used VTN-supported SDN controller
is OpenDaylight (ODL), which by default uses Dijkstra's
algorithm to select the best path. This algorithm, also
known as Shortest Path First (SFP), does not consider
future changes in bandwidth utilization while choosing
the best path. If traffic increases suddenly, network
congestion may occur due to the inconsideration of
bandwidth overhead and lead to a decrement in the packet
transmission rate. In other words, all packets are only
forwarded through the path defined at the initial
calculation, and so it causes network performance
degradation [7].
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Fig. 1(a) shows an example of bandwidth congestion in
which VTN routing is performed using the Shortest Path
First (SPF) algorithm that allocates all VTN traffic to the
same path with the minimum hop count. So, in this
scenario, path-1 will always be selected for all VTN and,
therefore, will be congested after a while. The method
presented in this paper proposes an enhanced Dynamic
Bandwidth Resource Allocation (DBRA) system to meet
such problems in SDNs with multiple logical tenants, as
shown in Fig. 2(b).

Physical Network

Servers lients

(b)

Fig. 1. Anexample of path congestion avoidance using a
DBRA system in a SDN datacenter. (a) Using the default
SPF algorithm, (b) Using a DBRA system.

3. Related Works

Some management methods have been proposed and
researched to deal with bandwidth congestion and
guarantee the quality of service (QoS) based on SDN.
For example, in [4], some methods have been compared
regarding deploying distributed and demand-based
network functions, service-guaranteeing network cutting,
flexible coordination of network functions, and optimal
workload allocation. These methods generally consist of
SDNs, NFV, and Edge Computing [19].

Some other methods also support multi-tenancy
capability, such as [5], which offers a multi-tenant MEC
management architecture with support for network and
application slicing.

Group-Constrained Shortest Path (GCSP) is another
method to dynamically allocate the network resources in
the VTN-support SDNs, which proposes a new batch-
optimization framework where resource allocations for a
small group of flows are performed simultaneously as the
number of new service requests and network conditions
vary.

But it helps only the parties involved in the delivery of
OTT video services, such as the Network Service,
Providers (NSP) and Video Service Providers (VSP) [11].
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Some other SDN methods and techniques are compared
in [12], such as AutoSlice, OpenVirteX, FlowN, Network
Hypervisor, NVP, AutoVFlow, and libNetVirt. Each
method presents a hypervisor that places and works as a
proxy between the SDN switches and controllers. Since
these hypervisor-based solutions add an extra layer to the
system, they have their disadvantages; they lead to
complications in the previous system and consume more
system resources. However, solutions have been proposed
to increase the efficiency of SDN environments,
especially for more complex solutions such as hypervisor-
based SDNs.

For instance, [30] offers a method called FregScal to
reduce the power consumption of OpenFlow switches
based on setting the frequency of the switch according to
its traffic load.

Another algorithm, with the help of creating virtual
domains, tries to improve the resource utilization rate and
reduce intra-domain communication delays compared to
the SPF and Greedy Resource Mapping algorithms [13].
It does not consider the concern of multitenancy and
imposes a single point of failure on the system. Multiple
virtual networks will be affected if a single underlying
network device fails.

Another DBRA system named Software-Defined
Dynamic Bandwidth Management (SDBM) has been
proposed using a weighting policy in a combination of the
OpenFlow architecture and the OpenWrt platform.
Firstly, it monitors and analyses networks and the statuses
of applications and then dynamically re-allocates
resources with software-defined discipline [14]. SDBM
has only been implemented in flat SDNs and does not
consider multitenancy.

Also, some DBRA systems are proposed only for optical
networks, such as the SDN-based Optical Virtual Private
Network (OVPN) [1], or New Generation Ethernet
Passive Optical Network (NG-EPON) [15], and the
Extension of Software-defined Optical Network Slicing
Architecture (eSONA) [18]. These methods, based on the
user's requested SLA, decide whether the system requires
additional bandwidth resources or not.

Another DBRA method for a VTN-support SDN is a
Routing Planning (RP) mechanism for determining the
best path in a physical network and a Bandwidth Resource
Planning (BRP) mechanism designed to manage the
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VTN's needs for bandwidth resources and thereby
improve the network bandwidth resource utilization [6].
This system improves the best path selection and
bandwidth adjustment based on the network conditions
and increases bandwidth utilization per VTN compared to
the SFP algorithm. But this method can only be used when
the path delay is very low. Because in the proposed cost
function in the RP/BRP-DBRA method, the delay and the
cost variables are inversely proportional, as the path delay
increases, the cost decreases, and vice versa, which is not
desirable and loses its efficiency. Also, the path delay is
not collected in real-time. On the other hand, only
unidirectional bandwidth utilization (traffic sent from the
clients to the servers) is considered. This is while
congestion may also occur in the server's outbound
direction.

The method proposed in this article has been tried to
address the issues and weaknesses of [21]. Previously in
[20], it has been attempted to drive a relative improvement
in the path cost calculation in a multi-tenant SDN and an
improvement in upload traffic distribution towards the
RP/BRP-DBRA. But in this article, by proposing the
ESV-DBRA, an enhanced method is presented for
calculating the path costs and obtaining the path delay
values in real-time, with a novel efficient method. A
summary of the related works is listed in Table | for easy
comparison.

4. Proposed Architecture

ESV-DBRA performs calculations to predict and
eliminate the possible congestion of the SDN links. This
method, currently designed for Fixed-SDNs (Non-Mobile
SDNs with fixed nodes), automatically senses the
excessive traffic load in any SDN path before occurrence
and arranges the necessary measures and calculations to
remove the possible congestion.

For networks with mobile nodes, more than one controller
is needed to avoid unnecessary complications due to the
existing delivery process, processing many messages in
the operational environment, the complexity of resource
management, load balancing, etc. Fixed SDN has been
used in calculations and implementation and clarifying
the results. In this way, the traffic load of each of the
VTNs is proportionally distributed on the links with
optimal service quality and less delay.

Table I. Comparing the Related Works

Proposals Objective Use Case Used Technology Cons & Limitations
[19] Traffic Management 5G SoDeMa Doesn’t support Fixed-SDN
Application Service s oo
[5] Management 5G MEC Doesn’t support Fixed-SDN
GCSP [11] Resource Management Video services Batch-optimization of DRA Designed only for video services providers.
Add an extra layer to the system and will
[12] Resource Management Virtualization Hypervisors and NFV cause complications and consume more
system resources.
FregScal [30]  Resource Management General FPGA and Frequency scaling Limited to power resource management.
[13] Resource Management Big Data Virtual Data Domain Doesn’t support VIN and makes a SPOF
SDBM [14] Resource Management General Weighting Policy Doesn’t support VIN
[1] Resource Management ~ Optical Networks NG-EPON Limited to optical networks
[15] Resource Management ~ Optical Networks OVPN Limited to optical networks
eSONA [18]  Resource Management  Optical Networks SONA Limited to optical networks
RP/BRP Resource Management General Min-Cost Limited to the lower delay values (doesn’t

DBRA [21]

work properly with higher delay values),
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4.1. Proposed Method Innovations

Fig. 2 shows the general structure of the ESV-DBRA
system. This system is placed between the network admin
and the SDN controller. It means the ESV-DBRA system
performs routing calculations using the SLA values and
the monitoring results (including bandwidth utilization
and delay) for each VTN separately. Based on the routing
results, it is possible that all the traffic of a VTN passes
through the same path, or be is distributed unevenly
among several different paths, depending on the physical
network conditions.

ESV-DBRA System 7
2. RE I I  AnBRPan
Network Admin ;
Northbound API
AV X
A4 4N Southbound API
Dy I‘ ‘\‘ N
" ¥ Physical Networky
T~ Semversof 7“7 = o NP L
~ Customer 4 IR

Servers o]
~ Customer

S Serversof [
~Customer C

Data Center Customer Organizations

Fig. 2. Overall structure of the proposed ESV-DBRA
system on a VTN-support SDN.

Finally, the routing results are sent to the SDN controller
using its native Northbound APIs, and the SDN controller
instantly applies them to the relevant equipment in the
physical network using the related Southbound APIs. The
ESV-DBRA system also receives some information
(including delays and both inbound and outbound traffic
loads over the links) from the controller at a specific time
interval to monitor the physical condition of the network
and makes subsequent decisions by performing
calculations against the gathered information.

Another innovation of the proposed method is calculating
the path delay using an inventive probe-based technique.
Due to the existing limitations of the native software
switch (Open vSwitch or OVS) in bandwidth provisioning
on the SDN software switch interfaces, the CPgD
software  switches ("Centro de Pesquisa e
Desenvolvimento em Telecomunica coes" or also known
as ofsoftswitch13) have been used, which have specific
REST APIs to update the switch interface bandwidth.
Although the CPgD software switch solved the
bandwidth-provisioning problem, it also led to other
limitations. There is a lack of a proper dedicated REST
API for monitoring and receiving statistical data about the
link delay and the bandwidth utilization of interfaces inan
instant [16]. Therefore, a probe is designed to obtain a
relatively high approximate delay of each path per VTN.

Serial no. 102

Unidirectional bandwidth management and
considering the fixed delay value

The higher delay accuracy causes us to calculate the more
accurate path cost and then make a better decision. This
feature gives the proposed method the ability to cover
more SDN sizes, while this capability is often ignored in
traffic engineering (TE) and dynamic resource adjustment
mechanisms.

For example, the delay value in the computations is
avoided or assumed as a constant across all of the links in
a path. The ESV-DBRA system includes two main
modules, one for routing and another for allocating
bandwidth resources. Each module includes two separate
but interrelated algorithms described in detail in the
following subsections.

4.2. RP Module

The RP Module is generally responsible for receiving and
checking the inputs from the network operator and then
calculating the best route per flow. This section itself
consists of two algorithms illustrated in the following.

4.1.1 SIC Algorithm

Since there is no unique measurement technique available
in SDN that can authenticate the provided services'
satisfaction level, there is always a gap between the
service provider and consumer to have service satisfaction
information that can be considered for service provider
selection decision-making and generate a lack of
transparency among service providers and consumers
[22]. For this purpose, in ESV-DBRA, we have tried to
consider the basic requirements and the main parameters
desired by the network admin as much as possible.

The SIC algorithm gathers and checks information based
on the SLA requirements per VTN as listed in Table I,
and sends a message to the next algorithm, NP, to adjust
the routing mechanism.

Table 11. Definition of the SLA variables and their
acceptance conditions.

Var. Description Condition
a BW Threshold Factor O<a<l1
S BW Provision Factor p>1
y BW Real Factor 0<y<1
K No. of VTNs KeN

Py No. of Paths per VTN

Hy No. of Servers per VTN
No. of Switches per

(Pl,Pz,...,Pv) €N

(HL,H2,...H) € N
S11,521,...,5p1,512,52

Sp Path per VTN 20,5 € N
RBW Requested BW per VTN (RBW{,RBW,,...,
! (bps) RBW,) >0
RD Max Requested Delay ~ (RD1,RDy,...,RDy)
Y per VTN >0
NBW, Nominal BW (bps) NB’\\/lvéV’?I/fzvé
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Dps,  Delay per Path per VTN

D11,D21,...,Dp1,D12,

D22,---,Dpv > 0
Table I11. Definition of the other used variables
Var. Description
P The path p
Peongest The congested path
BW, Actual Bandwidth of the path p
BWremain, Remained actual Bandwidth of the p
D Total path delays of the links and
P switches of the path p
Cpv The cost of the VTN v in the path p
BPy The better path for the VTN v
ABW, Assigned Bandwidth to the VTN v
ABW,; Assigned Bandwidth to the VTN v in
the path p
ABWVyeonge  Assigned Bandwidth to the VTN v in
st the congested path
ABWipconge  Assigned Bandwidth to the VTN i in the
st congested path
ABWvpother  Assigned Bandwidth to the VTN v in all
s paths except the congested P
ABW Assigned Bandwidth to each server in
hv the VTN v in the better path
TABW, Total Assigned Bandwidths to the VTNs
on the path p
TABWDpeng Total Assigned Bandwidths to the VTNs
est on the congested path
ABW An Array including all Assigned
Peonges  Bandwidiths to the different VTNs on
! the congested path
ABW Assigned Bandwidth to a VTN on the
oherVT path p (except the VTN which has the
Ne max RBW on the path p)
Total Assighed Bandwidths to all VTNs
TABWotter (except the VTN which has the max
VNP RBW on the path p)
Total Requested Bandwidths to all
TRBWorerv /s (except the VTN which has the
e max RBW on the path p)
NBP, The Next Better Path for the VTN v
The path which its TABW, is greater
Praswgesw  than or equal to the BW,, of this path
(called the Overloaded Path)
ABWoyeroad  The max ABW of VTNs which are in the
ed Overloaded Path
VTNoverIoade -
) VTN which has the ABW overloaded
t Throughput measuring time
T The previous Upload/Download
old Throughput measuring time
T The new Upload/Download Throughput
new measuring time
Tup Upload Throughput of the path p
Tdp Download Throughput of the path p
UL, Upload bandwidth of the path p
ULpold Upload bandwidth of the p at the Toig
DL, Download bandwidth of the path p
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DLpoid Download bandwidth of the p at Toiq
Upload Bandwidth difference of the

AUL, path p, between the Toig & Trew
ADL Download Bandwidth difference of the
P path p, between the Toid & Trew
AT Duration between the Toig &Tnew
Uu, Upload Utilization of the path p
Ud, Download Utilization of the path p
K Number of VTNs within the congested
Pcongest
path
Dy Delay of the path p
Dpt Delay of the path p at the time t
VTN, All VTNs which they pass over p

Algorithm 1. SIC (SLA Information Collection)

input :Topology and SLA information data per VTN
and per PATH

output :Confirmed topology and SLA info per VTN
1. Getting the GENERAL-VARIABLES: a, f8, 7, K, P
2 for i IN GENERAL-VARIABLES do

3 if i meets the SLA conditions then

4 accept i

5 end

6 else

7 return False

8 end

9 end

10 Getting Per-VTN variables: RBW, RD, H

11 RBW,RD,H <0

12 forv=1to Kdo

13 if RBW,, RD,, H, meet the SLA conditions then

14 RBW « inserted RBW,

15 RD « inserted RDy

16 H < inserted Hy

17 end

18 else

19 return False

20 end

21 end

22 Getting Per-PATH variables: S, NBW
23 S,NBW «— 0

24 forp=1toPdo
25 if Sp, NBW, meet the SLA conditions then

26 S« inserted S,

27 NBW « inserted NBW,
28 end

29 else

30 return False

31 end

32 end

33 if no False returned then

34 send the gathered data to the Algorithm NP
35 end

36 else

37 exit

38 end

The implemented scenario involves some clients and
servers positioned in five different VTNSs, using four
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separate paths. The total number of paths for all VTNs is
considered equal to be more convenient. The other
variables used in this paper are described in Table IlI.
While one of the SLA requirements violates the system
constraints, an error message is returned to the operator.
Otherwise, it sends a message containing the approved
SLA information and other received data to the NP
algorithm in the RP module. The corresponding pseudo-
code is shown in Algorithm 1.

4.1.2 NP Algorithm

The purpose of the NP algorithm is to dynamically
provide an efficient route for each VTN, according to the
SIC algorithm outputs and the real-time traffic load. The
following steps are as follows:

The work starts with getting two messages; one from the
SIC algorithm about the requirements of the SLAs
requested per VTN, including the GENERAL, Per-VTN,
and Per-PATH variables; and another message from the
BDM Algorithm, including the delay sensed by each
VTN. Afterward, the cost of the vi® VTN in the p™ path
will be optimally calculated by the proposed objective
function as Eq. (1). In practice, the maximum usable
bandwidth of a physical link will always be less than the
nominal bandwidth reported by the network equipment
manufacturers. So, the BW Real Factor (y) is used to
adjust the maximum usable bandwidth of each path.
Also, in regards to getting the final result of the cost
function between 0 and 1, the factor of "0.5" is used. This
formula is calculated for each path per VTN, (p*Vv) times.
So, the result will be a p*v matrix. Then the best path per
VTN is calculated by Eq. (2).

— 1)
BPv—path&nn(C V)) 2)
Eqg. (3) calculates the bandwidth allocated to the desired
VTN in the Best Path (BP), based on the total number of
existing servers within the vi" VTN.
ABW, = ®)
To improve the quality of the bandwidth provisioning, the
BW Provision Factor () is used to allocate bandwidth to
a VTN more than the requested in SLA (e.g. if
the RBW,=500Mbps and $=1.5, so the ABW,=750Mbps).
Using Eg. (4) total allocated bandwidth of VTNs on the
path p will be estimated.

TABW,=X"" ABW, .,  (<p=BP>) (4)
TABW,< BW, . (p=BP>) ()
NBP,=path(min(C,,)) (<p#BP>) (6)

If condition Eq. (5) does not meet the requirements of the
desired VTN in the BP, then another BP called Next Best
Path (NBP) for that VTN should be determined. Eq. (6)
defines the NBP based on the lowest cost after the
previous BP.

There is no concern about the bandwidth resources of one
route being used by another VTN because the ESV-
DBRA system itself has done all the bandwidth allocated
to all VTNs. If the condition Eq. (5) matches for all VTNs
in the BP path, a message will be sent to the controller
containing the amount of assigned bandwidth to each
VTN. Finally, the VTNSs use their allocated/re-allocated
bandwidth quota.
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The relevant pseudo-code is shown in Algorithm 2.

4.3. BRP Module

This module is responsible for detecting and removing
possible congestion across the network. To carry out this
task, first, it should know the current statistics of the
network links. Using this knowledge, it can make the right
decisions about problems arising from improper
bandwidth distribution. Accordingly, it requires real-time
monitoring of the physical network.

Algorithm 2. NP (Network Policy)

Input: SLA data from Alg. SIC, D from Alg. BDM
Output: Minimum path cost per VTN

1: Function best_path_calculation()

2:  Getting GENERAL, Per-VTN and Per-PATH
variables from Alg. SIC

3: BW <« 0
4:  for nbw € NBW do
5: BW «— (nbw * y)
6: end
7. ABW «— 0
8: for rbow € RBW do
9: ABW « (rbw * j8)
10: end
11:  for abw, h € (ABW, H) do
12: ABW;, (“”_W)
13:  end
14:  for (bw, d) € (BW, D) do
15: Cv—0
16: for (rbw, rd) € (RBW, RD) do
RBW,,
17: C, « round ([C, (BW RD”) 0.5], 2)
18: end
19: C<C
20:  end
21:  Function bp()
22: forv e (1to K) do
23: BP < min(C,)
24: end
25:  end
26: forp=1toPdo
27: TABW «— sum of VTNs which has BP=p
28: end
29:  while count (OverLoaded_Path) > 0 do
30: for (tabw, bw) € (TABW, BW) do
32: Pragwgesw<«—finding paths which (tabw>bw)
33: end
34: for p € Praswgesw do
35: if p & OverLoaded Path then
36: OverLoaded_Path < p
37: end
38: ABWoverloaded «— max ABW of VTNs in p
39: VTNoverloaded«—find VTN with max ABW in p
40: Cost of the VTNoverioaded = 999
41: for v = VTNoverloaded dO
42: while (BW, - TABW,) < ABW, do
43: Cost of the v =999
44: end
45: end
46: BP « bp()
47: end
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48: end

49: end

Therefore, if it forecasts or detects any link/links
congestion, it calculates the most optimum possible

situation to address the congestion immediately, using the
SLA and monitoring results (network statistics). The BRP
module has evaluated the calculation results before being
sent to the SDN controller. This module consists of the
following two algorithms.
4.2.1 BDM Algorithm
This algorithm performs real-time monitoring of the
network and calculates the bandwidth utilization and
delay per VTN by the following ordered tasks:
1) Sending requests to the SDN controller using the
following Northbound REST APIs to get the links'
capacity the upload (servers outbound) and download
(servers inbound) throughputs and the delay of the BPs.
2) Getting and parsing the REST responses.
3) Calculating the Tup and Tdp, the server upload and
download throughput, through the path p, at the time t,
using Eq. (7 Eq. (8 )

Tp () fﬁ E%gp“d <tTpe> (1)

pEERLp

po() ol <t= Tnew> (8)
The AUL, s the duratlon between the two upload
throughputs measured at the times t and Toyq, in seconds.
Accordingly, the AT is the measuring interval in seconds.
In the same way, the DL(t), DLpoig and ADL,, are related
to the download throughput.
4) Uup and Ud, computation, which are the Upload and
Download bandwidth utilization of the path p at time t2,
obtained by the Eqg. (9) and Eq. (10). To round the results
to only two decj aI% "round()" function is used.
U,, (0= round }; ol 9
Ui, (t)=round Ld (10)
5) Whenever ”trﬁ smitted or received bandwidth
through a path reaches or exceeds the determined
threshold, and if this path is utilized by more than one
VTN, the condition Eg. (11) has been met. So the BDM
algorithm sends a message to the BA algorithm to inform
it about the detected possible congestion. This message
includes the parsed data from the REST response,
including the delay, DPs, and the total assigned bandwidth
to each path. Otherwise, no action will be taken.
[(U,,(D=a) OR (Uy,(D=a)] AND (k,  >1) (11)
6) As mentioned in  section 4.1, due to “the lack of
capability to get the exact delay value in the used
controller and software switches, the end-to-end delay of
each path is calculated on the physical links between
clients and servers with a novel probe-based method.
Due to the current natural fluctuation in the delay time,
caused by, for example, a momentary traffic burst,
especially in large-scale networks such as enterprises or
service providers, the Weighted Moving Average (WMA)
of the delay is used. In this equation, DP is the WMA of
the delay of path P, dg is the delay of the path P at time t,
and W, is the weight of the t™ delay in the moving window.
WNMA is used to reduce the effect of momentary bursts of
the delay time in the routing cost calculations and, finally,
in the best route selection.

AM.p ’
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In the delay time series, the last delay data takes the higher
weight, and the older delay data takes the lower weight.
The results are reported to the ESV-DBRA system (to the
BDM algorithm in the BRP module) by the mentioned
probe at interval of 1 second and a window size of 10
seconds. Eq. (12) shows the WMA of the delay for the
path p. Algorithm 3 illustrates the above computation
procedures done by the BDM.

10
_ Loy We* d,
D 0
P 0 e

(12)

Algorithm 3: BDM (Bandwidth and Delay Monitoring)

Input: o from Alg. SIC
Output: Congested Paths
1: Function congestion_detection()

2: DLUL, T« 0

3 for p € Edge_SW_Internal_Links do

4. DLo|d «— DL

5: ULo|d «— UL

6: Tow«T

7 /I running a REST query against the ODL

controller to fetch the statistics of p

8: if Rest_Result was OK then

9: /I pars the Rest_Result

10: DL « the parsed received bits count as the

download volume
11: UL « the parsed the sent bits count as the
upload volume

12: T « the parsed time in second as the time
ULyp()= ULoid, (tora) AUL

13 Tup(t) < ( t—TOldp ) = (TP)
DLyp(£)— DLoid, (to1a) ADL

14 Tdy(0) - (P - ()

15: Uuy(t)  round ([ ;;‘VZ ((t:) ] 2 )

16: Udy(t) < round ([ BT;: ((tt)) ] .2 )

17: if (Uup > a) or (Udp > a) then

18: if count (VTNs € Congested_Paths) > 1

then

19: Matched_Congested_Paths < p

20: end

21: end

22: else

23: return False

24; end

25: end

26: end

27:  if len (Matched_Congested_Paths) > 0 then

28: send an event to Alg. BA: "These Paths

$(Matched_Congested_Paths) are congested
and have more than 1 VTN"

29: end

30: else

32: return "There is no congestion point on the

network now."

33:  end

34: end

35: Function get_delay()



Tabriz Journal of Electrical Engineering (TJEE), vol. 52, no. 4, Winter 2022

DOI: 10.22034/tjee.2023.15801

36: Getting the DELAY file via SCP from the Mininet
VM to the Local_dir
37:  for d € DELAY do
. (T8 e dy
w n=(Mmtt)
39:  end
40: end

4.2.2 BA Algorithm

This algorithm recalculates the bandwidth quotas for each
VTN whenever it receives a message about a congested
path from the BDM algorithm. It ultimately sends a
message containing the results to the NP algorithm. The
BA algorithm steps are as follows:

1) Receiving the BDM algorithm message about the path
congestion and selecting the path with the higher cost
value, if more than one path is congested.

2) Then, among the VTNSs in the congested path, BA
selects the one with the most allocated BW.

3) BA determines whether this VTN has ABW in the other
paths, indicating whether the other bandwidths are
reserved for this VTN. Thus, a separate ABW is calculated
for each VTN per path. If this VTN has ABW on other
paths, the ABW of the other paths is summed, and the
product of the total RBW of this VTN by 0.9 is subtracted
from the sum, as Eq. (13). Then the remainder is assigned
to the VTN as the ABW of this VTN in the congested path.

ABW, =(RBW, *0.9 B) - ABW, (13)

4) Calcufaﬁlng TABW,, which is the sum'oF the ABWs of
the VTNs utilizing the congested path and calculated
exactly as before, with a bit difference. The path p is the
congested path, not the BP path.

5) Eq. (14) calculates the sum of the other ABWs of the
VTNs along the congested path (all VTNs except the one
having the most RBW). Then the difference between the
allocated bandwidth of the VTN over the congested path
and the total bandwidth of the p, calculated as the
remaining bandwidth of the path p, as Eq. (15).

TABW thervn, = TABWpcongcst - ABW Peongest

» <P :pcongest > (14)
B\Nremalnp = W - ABW Pcon est

. <p=p ) (15)

6) Eq. (16) c%mfisares the results of Eq. (14) and Eq. (15)
to find whether the remaining bandwidth on the congested
path is sufficient for TABWoervrnp OF not. If not, BA
divides the remaining bandwidth among the other VTNs
on this path relative to their requested bandwidth (RBW).
But if it is sufficient, so goes to the next step.

if TABW ggperyry, < BW

remain, p= pcongest >

then: go the mt“potherVTN (16)
else ABW ng remainy,
7) In the Iast step! the updstEdMBW info is sent to the NP

algorithm as a message, to re-execute the BP and other
related calculations. Finally, the calculation results are
applied to the network. Algorithm 4 shows the above
calculation steps.

5. Performance Evaluation

Results have been compared with three previous methods,
namely SPF, RP-DBRA, and RP/BRP-DBRA, to evaluate
the performance of ESV-DBRA. The SPF method
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determines routes using the maximum hop count and
lacks intelligence or dynamics in network bandwidth
allocation. The RP-DBRA method provides an algorithm
for routing packets per tenant. The RP/BRP-DBRA
method, in addition to an algorithm for routing packets per
tenant, also provides dynamic bandwidth allocation per
tenant [21].

In comparing the four methods based on utilization, path
P1, which has the lowest cost, is selected first in both
download and upload directions. If an algorithm has been
used to optimize the load distribution, then gradually
increasing the traffic volume, the other paths have been
utilized. Now, congestion detection speed has the most
important role in bandwidth utilization. The faster
detection leads to more bandwidth utilization and fewer
disruptions.

Algorithm 4. BA (Bandwidth Assignment)

Input: Congested Paths from Alg. BDM, SLA data from

Alg. SIC.

Output: New_ABW;. (New assigned BW for the

Matched_Congested Paths per VTN)

1: Function new_abw_mcp()

2: [/ Calculating the new Assigned BW of all of the
Matched_Congested_Paths.

3: if count (Matched_Congested_Paths) > 1 then

4 P« Pcongested With max(Cy)

5: end

6: else

7 P Pcongested

8 end

9

v=0

v « finding the VTN which has max ABW in p
11:  //Creating a Matrix for ABW from the ABW array.
12:  Matrix_ABW «— Calculating the ABW per VTN
13: if v has ABW on the other paths then
14: ABW,  =round (RBW,*0.9 p)- (ABW, —

conges
ABW,,)2)
15:  end
16: else
17: ABW, = round ((RBW,*0.9 p).2)
conges

18: end
19: TABWPLon&mt' TABWUtherVTNp =0
20: T4B W peongest < finding the Total ABW on the p.
21: TAB W othervrn, < finding the Total ABW to all

VTNs except the targeted VTN which has the

max RBW on the path p.
22: BW,ema,-,, « finding the Total Remained BW on

the p, [BWp ABW,,

congest
23.  if TABW, other VTN = B’W,E.ma,,,][J then
24: fori e VTN, do
25: IIVTN, is meaning that all VTNs which they
pass over the p.
26: if i #v then
27 AB d RBW; * BWremninp
' Wotrer VINp, —roun ( TABW othervTn, )
28: ABVV[ (_ABWOII’ICI‘VTN
pzrongext pi

29: end
30: else
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31: ABW, — ABW,
p congest P congest
32: end
33: ABW,  «— ABW,
congest Pcongest
34: end
35:  end
36: return ABW,
congest
37: end

5.1. Evaluation Testbed
This section describes the platform used for comparing
and evaluating the different approaches. All four methods
mentioned have been implemented on the same
simulation platform. To cover the network topology of a
small and medium-sized business (SMB), the same
topology as shown in Fig. 1 is used as the simulation
topology, including five VTNs (K=5) and four physical
paths between clients and servers of each VTN (Py=P=4).
But, due to the proposed system scalability's importance
in implementing ESV-DBRA, a study has been conducted
on different SDN implementations and controllers.
Mininet, the most popular simulator for SDN resource
allocation, has been selected as the simulator. Also, ODL,
the most reliable and scalable SDN controller with the
ability to support VTN, has been selected [17, 23].

In addition to Mininet, two other machines have been
used, one for the ODL controller and another for the VTN
coordinator, as listed in Table 1V, which also this
architecture addresses the system scalability.

5.2. Evaluation Methodology

First, the download (incoming traffic to the servers)
bandwidth utilization per path for different methods has
been compared. The path utilization and path delay is
measured per VTN for 15 minutes to perform the
simulation. Fig. 3 compares the bandwidth utilization per
path among the different methods mentioned. Fig. 4 is the
same as Fig. 3, but about uploading (outgoing traffic from
the servers).

In Fig. 3(a), using the SPF method, all VTNs are assigned
to P1, and so, P1 has been congested after about 5s, and
while the other paths remain useless. In Fig. 3(b), using
RP method, due to the lack of a module to distribute the
VTNs’ traffic load on the paths dynamically, RP only
changes the BP. It migrates the total traffic load to the new
selected path and practically does not solve the congestion
problem.

In Fig. 3(a), all VTNs are assigned to P;. Therefore, P
has been congested using the SPF method after about 5s
while the other paths remain useless. In Fig. 3(b), using
the RP method, due to the lack of a module to distribute
the VTNS' traffic load on the paths dynamically, RP only
changes the BP. It simply migrates the total traffic load to
the newly selected path and practically does not solve the
congestion problem.

Table 1V. Hardware platforms used for simulating the
proposed ESV-DBRA method.

VM 0S RAM CPU
Mln'net Ubuntu 18-04-2LTS 4GB 4Cores
ODL Ubuntu 18-04-3LTS 16GB 8C0res
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VTN Coordinator CentOS 7.6.1810 16cs  8cores

Table V lists the used sample inputs for the SIC algorithm
in the proposed RP module (RBW and NBW are in kbps,
RD is in milliseconds). Also, the iPerf3 tool has been used

to generate bidirectional UDP traffic at the desired speeds.

Table V. Sample inputs of the SIC algorithm for the
simulated network topology.

. Sample
Input Description Var. Inqu:
BW Threshold Factor o 0.85
BW Provision Factor B 1.1
BW Real Factor Y 0.95
No. of VTNs K 5
No. of Paths P 4
Requested BW of VTN 1 RBW; 700
Max Requested Delay of VTN1 ~ RD: 900
No. of the Servers in VTN1 H: 1
Requested BW of VTN2 RBW, 500
Max Requested Delay of VTN2  RD; 400
No. of the Servers in VTN2 H. 1
Requested BW of VTN 3 RBW; 500
Max Requested Delay of VTN3  RDs 1000
No. of the Servers in VTN3 Hs 1
Requested BW of VTN4 RBW, 300
Max Requested Delay of VTN4  RD4 700
No. of the Servers in VTN4 Ha 1
Requested BW of VTN5 RBWs 200
Max Requested Delay of VTN5  RDs 500
No. of the Serversin VTN 5 Hs 1
No. of the Switches in Path 1 S 2
Nominal BW of Path 1 in kbps NBW; 1000
No. of the Switches in Path 2 Sz 3
Nominal BW of Path 2 in kbps NBW, 1000
No. of the Switches in Path 3 Ss 4
Nominal BW of Path 3 in kbps NBW; 1000
No. of the Switches in Path 4 Sa 5
Nominal BW of Path 4 in kbps NBW, 1000

100

Tt of Congestion

tart of Congestion
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Fig. 3. Comparison of download bandwidth utilization
per path between different methods. (a) SPF, (b) RP, (c)
RP/BRP-DBRA, (d) ESV-DBRA.

In Fig. 3(c), using RP/BRP-DBRA method, after 5
minutes, congestion and disruption is observed on the Py
for all VTNs. Then it moved a part of the traffic from the
P: to the next best path, the P.. Despite an algorithm to
dynamically change the VTN traffic in this scenario, P;
has been congested 5 times, during the 15 minutes test.
Each congestion is followed by a disruption and packet
loss in VTN traffic, which is undesirable.

Fig. 3(d) is related to the proposed ESV-DBRA method.
After reaching the threshold of the P; in the 4™ minute,
when there is still no disorder in the network, ESV-DBRA
immediately transmits a specific volume of traffic from
the P; to the P, and prevents any subsequent disruption.
Then, as all VTNs traffic increases, at the 9" minute that
the P reaches its threshold, more traffic has been
transmitted from the P; to another best path other than P,
(the P3), which eventually leads to a proper load balance
and prevents any following disruption.

Fig. 4 shows the simulation results based on the upload
bandwidth utilization per path for different methods.
Figures 4(a) and 4(b) are similar to Figures 3(a) and 3(b)
and show the congestion that occurred at the 7 minute.

,_.
Q
4]

a _
5% =80 Start of Congestign
g —-— Pl
%—E 604 —— P2
-,-:; R
- P4
53 20 —/
ES
o
o 2 a 6 8 10 12 14
time (m)
e m r—_-—--
S T  BOo tart of Congestion
w —e— Pl
-._;.'.‘E 60~ o p2
E
=z~ a0 T P2
B8 P4
53 20 —/
- o
o 2 a 6 8 10 12 14
time (m)
s W T T e
S . 80 tart of Congestion
= - - P1
S 604 4
s"E
3L wof——m
- Pa
s 3 20
£
a
o 2 4 6 8 10 12 14
time (m)
100
s & Congestion
5% 804
B —e— PL
;.E 601 —a P2
Nl — P3
= — a0 ;
B P4
C3-] 204
®
o
time (m)

Fig. 4. Comparison of upload bandwidth utilization per
path between different methods. (a) SPF, (b) RP, (c)
RP/BRP-DBRA, (d) ESV-DBRA.
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Congestion occurred in the fifth minute of the RP/BRP-
DBRA method, as shown in Fig. 4(c), and traffic
migration occurred immediately. But following the
congestion, most of the VTNs have been affected, and
their traffic has dropped (a little), and it has been resolved
after a minute. This happened again in the next four traffic
migrations.

But in Fig. 4(d), which is for the proposed ESV-DBRA
system, except for two minor cases, the download
bandwidth utilization increases in all VTNs during 15
minutes. Also, in the 4th minute, when the congestion is
predicted, traffic migration starts before the occurrence of
the congestion. As a result, no congestion, bandwidth
drop, or packet loss occurred in any of the VTNs. Fig. 5
shows the simulation results based on the download
bandwidth utilization per VTN for different methods.
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Fig. 5. Comparison of download bandwidth utilization
per VTN between different methods. (a) SPF, (b) RP, (c)
RP/BRP-DBRA, (d) ESV-DBRA.

Fig. 5(a), Fig. 5(b), and Fig. 5(c) show some bandwidth
drop for the different VTNs at the 5" minute when the Py
is congested. In Fig. 5(c), even though migration has
occurred, some bandwidth drops are observed at any
migration (due to the lack of any prediction method). But
in Fig. 5(d), which is related to the ESV-DBRA, there is
no congestion, so no bandwidth drops at the migration
points.

Fig. 6 compares upload bandwidth utilization per VTN
among different methods.

Fig. 6(a), Fig. 6(b), and Fig. 5(c) are just the same as Fig.
5(a), Fig. 5(b), and Fig. 5(c), respectively, but their
congestion time is the 7" minute. They show some
bandwidth drop for the different VTNs at the 7t minute
when the P, is congested. In addition, in Fig. 6(d), which
depicts the proposed ESV-DBRA system, the upload
bandwidth utilization increases continuously in all VTN,
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with no congestion, bandwidth drop, or packet loss
observed in any of the VTNSs. The upload test results are
almost the same as the download test results, but with a
slight difference. The RP/BRP-DBRA method does not
react to the upload traffic and works exactly like the RP
method.
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Fig. 6. Comparison of upload bandwidth utilization per
VTN between different methods. (a) SPF, (b) RP, (c)
RP/BRP-DBRA, (d) ESV-DBRA.

Likewise, to better understand the effect of ESV-DBRA
on network bandwidth utilization, the total inbound traffic
volume per VTN has been measured using different
methods. According to the results shown in Table VI,
using ESV-DBRA, total inbound bandwidth utilization is
increased by about 10.76% compared to the RP/BRP-
DBRA method, the most successful method among the
compared methods.

Table VI. Total inbound traffic volume (KBytes/s) per
VTN using different methods

Method

VTN SPF RP RP/BRP ESV-DBRA
VTN-1 41213 38775 46088 49500
VTN-2 20288 23063 27769 33600
VTN-3 8513 9225 22838 28050
VTN-4 10538 9338 19950 18188
VTN-5 7688 7313 13088 14363
TOTAL 88239 87713 129731 143700

6. Future Works

The following studies are considered future works:

- Provisioning a new module to enable the QoS feature for
a multitenant SDN and attaching it to the proposed ESV-
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DBRA system, to perform separate routing and admission
control for discrete subsets of traffic such as voice, video,
and data;

- Provisioning the static and dynamic VTN Prioritization;
- Provisioning some per-service probes to monitor the
different services;

- Using the new parameters such as "reliability" in the
route calculation mechanism.

7. Conclusion

ESV-DBRA is a novel method proposed to dynamically
allocate bandwidth to the network nodes/links in a VTN-
supported Fixed-SDN environment. This method includes
two modules and four algorithms to perform calculations
to predict and eliminate possible SDN link congestions
using the proposed objective function. Also, it takes into
overloading when recalculating and adjusting resources
per VTN.

The bandwidth utilization has been measured to evaluate
the performance of ESV-DBRA while using different
methods. The achieved measurement results regarding the
use of ESV-DBRA in comparison with three previous
methods: SPF, RP-DBRA, and RP/BRP-DBRA show that
the proposed system and algorithms effectively increase
the bandwidth usage by clients on different tenants. On
the other hand, no congestion or bandwidth drop occurred
in any VTN traffic during the 15-minutes simulation
while using the ESV-DBRA. According to the simulation
results, using ESV-DBRA, total inbound bandwidth
utilization is increased by about 10.76% compared to the
RP/BRP-DBRA method, the most successful among the
compared methods.
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