Tabriz Journal of Electrical Engineering (TJEE), vol. 52, no. 3, Autumn 2022 Serial no. 101
DOI: 10.22034/tjee.2022.15745

Pseudo-random Number Generator Based on Autaptic Izhikevich Neuron Model under
Electromagnetic Radiation and Its FPGA Implementation

Mohammad saeed Feali”

Department of Electrical Engineering, Kermanshah Branch, Islamic Azad University, Kermanshah, Iran
E-mail: msaeed.feali@iau.ac.ir
" means corresponding author

Short Abstract

The electrical behavior of neurons can be more complex in the presence of autapse. In the presence of an autaptic connection, the Izhikevich neuron
model can show a variety of dynamic behaviors, such as chaotic behavior. This paper presents a novel, high speed and robust pseudo random number
generator based on the autaptic Izhikevich neuron oscillator and its FPGA implementationThe autaptic Izhikevich neuron model is simulated and
.dynamically analyzed. Then, the proposed pseudo-random number generator is modeled and simulated using the Xilinx system generator platform,
synthesized using Xilinx Synthesis Tool, and implemented on the XILINX SPARTAN-6 XC6SLX9 FPGA evaluation board. As a post processing
implmentation cost of the proposed pseudo- random number generator is lower than similar work, and the proposed generator achieves a maximum
frequency of 63.2 MHz. The NIST test suite is used for testing the quality of the generated bit sequences. The NIST test results indicates the high
quality of the generated random bit sequence.
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1-  Short Introduction

Generating random numbers is very important in security systems. In the Pseudo random number generators (PRNGs), the mathematical deterministic
algorithms are used for generating random numbers. Pseudorandomness characteristics and the unpredictability make chaos as a good candidate for use
in cryptography. The Izhikevich neuron model can represent complex dynamical behavior such as chaos when the effects of the electromagnetic
induction and the autaptic connection are considered in the model. In this paper, based on the chaotic dynamics in the improved Izhikevich neuron
model, a PRNG is proposed and implemented on XILINX FPGA evaluation board.

2-  Proposed Work and Methodology

In this paper, based on the chaotic dynamics in the improved Izhikevich neuron model, a pseudo random number generator is proposed. Neuron
oscillator, sampling, and post-processing are three modules of the proposwed FPGA-based PRNG. The proposed PRNG is modeled and simulated on
Xilinx system generator platform and implemented on XILINX SPARTAN-6 XC6SLX9 FPGA evaluation board. To improve the randomness of the
bit sequence, an XOR operation will be performed on the output data as a post-processing step. The FPGA implementation results show that the
implementation cost of the proposed PRNG is lower than similar works, and the proposed generator achieves a maximum frequency of 63.2 MHz. The
generated random bit sequence has successfully passed NIST 800-22 statistical test.

3-  Conclusion

A novel, high speed and robust pseudo random number generator based on the autaptic Izhikevich neuron oscillator is presented and implemented on
FPGA. The Xilinx system generator platform is used for modeling and simulating the proposed PRNG. Then, the Xilinx system generator model
synthesized using Xilinx Synthesis Tool and implemented on the XILINX SPARTAN-6 XC6SLX9 FPGA evaluation board. The implementation results
show that the implementation cost of the proposed pseudo-random number generator is lower compared to similar works, and also the proposed
generator achieves a maximum frequency of 63.2 MHz and an output rate of bit production up to 18.4 Mbit/s. The p-value results from the NIST test
set show the high quality of the generated random bit sequence, so that for most of the test results, the p-value is greater than 0.5.

4-  References

[va] E. M. Izhikevich, "Simple model of spiking neurons”, IEEE Transactions on neural networks, vol. 14, no. 6, pp.1569-1572, 2003.

[v¥v] G. Wang, Y. Wu, F. Xiao, Z. Ye, Y. Jia, "Non-Gaussian noise and autapse-induced inverse stochastic resonance in bistable Izhikevich neural
system under electromagnetic induction”, Physica A: Statistical Mechanics and its Applications, vol. 598, pp.127274, 2022.

[v#] J-L. Danger, S. Guilley, P. Hoogvorst, "High speed true random number generator based on open loop structures in FPGAs", Microelectronics
journal, vol. 40, no. 11, pp. 1650-1656, 2009.


mailto:msaeed.feali@iau.ac.ir

Ve gl...oo)l.o...u

VFY 50l o o )leds OY b 3 55 oBzils 5 (owdige aloes VY-

9 rblitog Sl ol coni’ cumny Ul 2950 301 (39,99 Joio lsl 5 ol 4 olasl Wge
FPGA 1 oo Silwesly

Ol celiile S ¢ oMol 83T olKtils coliile ) alg (3 (cmwiin 09,5 Lol

US>

L8y wle (Seelins sl )ld; gl Wilgs oo oSl 9,5 Joe (ol Jlal S jpam 5o 0l Foduzmy Wilgi oo bl jpa> 10 baoys,ss (So Sl LS,
e Silwosly Grizmen 5 (bl SRl 09)58 Sl (ol 2 Vb e pu b g 598 ey (Bolai act slael Wge G allie (nl )5 0ms Glis | Slogs]
Xilinx system @ a3y 51 oolawl b ¢ s 0l d0lgs Judow  Solins & jgods g ool (g5lwands cwall zusSonl fe,8 Joe 09d o0 1)1 I FPGA 5
SIFPGA 5 5 (59, 5 Sales)o g ool s Xilinx i I3l 5l oslaiwl b aslsl ;o 5 o (g5luacd 5 s5leJow (solpiing (Bolas als slacl ulse generator
e Jlg o (Bolar ol (malidl slp (318 5l G Sldee SO (lgieas XOR & 51 00,5 o (s 5Lwosly XILINX SPARTAN-6 XC6SLX9 ¢4
soS alice sl )5 L anslie jo (golping (Solasals slael Wge (g3lwosly dijo a5 as oo L FPGA (g jluosly 5l Jol> gl .05 o oolaiwl 9,5

Cond (61 NIST s de gazme by g0 Cwd 4l CanlKe VAT U s 0 g (29,5 50 9 5,086 PYIY LS 3 iSTas 4y solpiion oo uizmed g 00g
$lp &S5, 0ba wiS ol Iy eadadgs dolat slacs s Y caaS NIST (505l ool 05 o oolitl saiadsi slacas g (o (Solas ol

oolatls jse (6 )50, 5 (el (slopinns lai Sl IS o wilg o (goleriny Bolad slael saSadss ol <0 5l 55,5 pvalue iolejl mls ST

2l bl slap )5Sl 1 dolar as slael sladge jo ail )b o
oo oolitl Tails b 4y adyl e G ) bl jelbas sla g5 ods sy
celio 200,155 ogs )bl ol b (ol 4ty olael glaalge 255
Olpe abgpo (22l Jlus Jo (5)l900 aiind Cgllao Vb wdgish <ol
conlin Bolas sla Sy S oo o 1) d0las ach slael Wgo ol
Sl 55,550, 50 bl 5100 1S coliiwl 4 yze Solad ah slael
Lo-21 cosl ony ial
ot BB g sl Llpd 4 Coulas (Solal 4l sla S
5 oolitl g1y comlio Gl ails lgieas | Togal cne Vg Jl3, o
asle ol sloaice) ,o Slogsl slapiunw WS o B 5,K5,
sbddse 5 [A] silepen Al osl Gl ) Y] egras ac oSt
slael adgi 51y ool 5l solitul ony! g oo ool [V -] Bolas sl
INAY] S o Byme Sledbl (600850, slp 1) s oyl ol
2 e olar sl glaalge o Lol sl sl 5 (S wadl Wse
095 LAl 5 509 (i bt T3l jsliiear (ol by el s

* Chaos

DS I3

Gols wlols

s s2olai slacl oo o bl s 555 g s 5]

slx.é waw).\fo in..v‘uc [ SewpY (:L
msaeed.feali@iau.ac.ir : Jsiws ssics g Joos!

VE V00 i Jlo )l s
VE VYD allie ool (slo)pe B
VEN AT i b pdy go,l

doddo -)
g 5 48l 5 iy Corat] O] ol altcs il 5,508 Sy
33 SOt Pl g aSliil palie (Al L Ceslond 059> cal 4 0L
5 dolas slael adgs [V-F] el coenl 3l s 6, K50, slopivs
CoaS 4 LelS s Cool 45 (6 y5bods 039) oo Hlr (ol (Slppitas
oddady Bolay slasl coaS Bl el analy oadadg Bolas slacl
sy s il Wl plarles @Bl oy B ojlule
135 polie (izmen 5 Bolad slael glaallis 0590 5 Job ST 055kt
If] s coin BB 5 Bolas sasady slael il S5 Lol
S9zg0 Alss g9, 5l Ole 1) slael allis jo canyl polie ST Solua
adel Lise Solar slael slanlge .conl Bolas slacl dllis 0,8 o
les 90 5l 6,50, oo )l ln s el Slapiacs 1 s
oo g \L;-élj olas slael Wge wgd oo solazul  Bolay slacl slaalgs
ot g alie 5l aBly Bolar slael slaadge jo 1 olas s slae
e oo oolaiwl Bolas slael adss gl (L8588 ne 5 ol e wile)
S 5 315 15 B et siar s By 81y ol lael o

'True random number generator
2Pseudo random number generator
3 Seed


mailto:msaeed.feali@iau.ac.ir

Ve gl...oo)l.o...u

YF) 50l o o )lels BY Al 3 55 oBils 5y (owdige aloes VY

uL..Lo.C \S.\ tL_S\)qu-\ oo L;ly o9 L;.)Laa O gade 61).1 el 00 G)Lw
@ el B3l 5l G e SO plgear (29,5 slaosls g5, » XOR
&bl 93T g oadadgs Bolas Coy JIg og (Bola (l5ee 09
oads &l 5 b 4 dlie glaisy aiy 00,5 o b, NIST 800-22
GilwdianS g Judow Sl bl g sSoil (9,98 Jdo ipgo idu 50 Canl
FPGA (sj3lwosly Slss> 5 (Solar ach slael Wee LSLu ¥ idu .ol oas
Sl oasadys Bolas Jlg o Bolay Julow F jisy jo a0 oo &il)l )

el 00

of Soobad Joloxi' 9 (ouabl sl 09y98 Joo =Y
bk, plos Loy a8 sl 00,88 Jao o @sSoil 0gp58 Joe
by oaddill (Soolios by g5 S o0 il |y gy (Sl
Sl )8 ks o L IYP] el eae sladow sl ) i gmsSoi! Joe
@msseil adl ose Sy Joe el Jlail 5 punolineg 2SI W
el oo ol ) O
V' =0.040% +50+140—U + I gy — k1,0(@)0 + | aut
u' =a(bo-u)
@' =KV — K30 1))

vecC }
5 0230 gl U eurd

el s (23l et 5 Jeily ite cig @ U g 0 T o a8
e Wb ce S ol [MS] 5 [MV] sleaslg b s g et ooy g v
s U+d o, U 5 C (5, U g 5 eiS o0 3T Jow ©230 mV a5
At U Gl g Gloj whide sy b g @8 sl gl )l .isd oo
) oeblise )o@ jiie aad oo LS 1) (63955 (el Oly> Toyn
oS el Lo L 0ud 35S 5t oo (UL (@) =00/ g a0 LS
S PP) =0 4 OtT e s yon ol o Sl L5 ) T 5o
o aaly p(@) .y=05 3 B=05 wiwa sl 7 5 B ca ol o
obyr KPPV D)le WS oo oy | (purblite )L g Las il
WS o et |y il alobis conly o @y saliadlal Sl e blise
K3 9 K2 Ky Slayeiie g (qucboline jLo g Lid Jously G 1S
Sydige hog pj dluly bwgi &5 Cul (bl by layt 0gdee pelass
{ral

laut = 9(u(t—7) —u(t) )
ol Sl e bl @by i @ T G slayall o] o a8
1y (syn) DC (5395 SloS om0 com pp U (S5Ligo logas | JSb akin
e (1Tl a0 oo GLaS (ool JLasl g 9 b Sl 90 58 1y
— 0 =l ) va=le) o =VD (=80 b=+ IY ca=+] Y O pon
o9 Nlosd OBl [-Y e Ve Y- ] @ g0t adgl polie g exz=+/0 cky
15 ol JLasl a8 olSi Lol 355 cad oyd (S5Ligs onyay e ol JLail
«599;9 Olz S b (7 =Y M8y G =+/D) ogdige azdS a3 )5 Jow
S35 Olgse Sl cnl 50 05 00 oy 0dgazme ;5 (SSLEg0 ey (naiz
58 oaalie Ve B A polie o Ly slp |, Slugsl

' Electromagnetic induction
"' Autaptic connection

'Y Autapse

'" Bifurcation structure

5 Fl ails plicas v wosl slaptan j olgos Bolas slael slanlge
5,8 oolizl [VE-V O] Bolas as ol oo 5 [VY

Sl Sy 5l ol Cuz Ol je alive sla LSl (lwosly 059l
wd S 8 planedils azgisjge sl Slowlre plaxil )3 jae 5 840
ST 59 bl o sl ol slis » o (ol slael slanlge ST .ol
ooliinl Sd)y909,98 sloylisle 10 a2 LSy Sjgo | laddse ool (g
shael adgs )3 oras GlaaSed 5 lagyg)es L8, 5l slanl g,cnlil o503
oldlas Wl 5 DYV el w38 13 asgioyge Solw
L obadl e cdlad (Soielom laggye (Sealud JB8) «Sjels 99,95
O SSIledld ol g eamy Slogdl Seelns S (o0 e
gro aile grae slacg )l 5l B 00 wsdl DAL o)l s52g lagyg)s
olus! BEG) pl S olliaily xSl sla JuSnws copmizman [VA] 555 0 o0
Ive] cad Slussl sla Sis lls

oo daygy95 G (S p adlllas 5 lagyg)9 Cllad (5luancd sl n
—OsSzee Joe wiile canl 0ad (b Gliie bawgi i (Sg)98 sla
IYrv ] Y gosSl-San 5d Jo VY] 75 - o lesss Jawe [YV] 8 LSTe
2 opdle @aSeil 09,98 Joe il ol s oy 5 (VO] Mgl Jue
T Slup T S5l )18, Wl o0 winnsl 48 oty ke Slomslone a5l oS
rEsie wlse gsSenl Jae ol 2 opdle [YF ams las st e,
S obml Koo sladae G o |y (GiSelesl 51,

Jlasl caizmon g 7 bl 2SI Gl a5 ams oo ylis Slalllae
53 AYVAYAL Wl oy, (Suelins [l3, » s bl il ) bl
&5 w5 sl sl o 0L Glags Jobs (Seislse sleosys
b pexie (qmeboliteg mSU1 (ylase G ool el yg,85 )lo)b slagyg cdale
Sl omablioe [l 5,58 )13, iludoe 55 Ssdiee Hoys 5o Ol
Joniliy 45705 (o0 )18 ooliials yge (canblisng iUl (lane ST cnl o
rbliie olyz ol IYA] S o 0ty 5 e S Bybo ) Lk
8y » a8 65 Jele S el 1) g5 Seelns Wlgiee W
L, a8 cal oas et el T bl 0,08 o i3l Logyg,e (Seelus
S5 a8 bl Jlasl ¥ ] el soasmmy bl jpam 5o bagyg e S Sl
So b (ool IS oo Juate 995 4y i il Sy Goybo 5l ]y 09)98
@sSnl ong Jas [N 05200 (siledae oy 5B L S o jle
sl wlpl a5 Sl 1) Gadl aile slodony (Saolys L, wilg o
Lrv] s olas g 48,5 L5 50 Jow 55 (ol Jlasl 5 (ormsdolinag 2SI

 @sSenl Gy Joo Slussl sla Shy ol Ken 5 Nobukawa
5 oslite Slugal cdl> wile plate Slugal cl> g0 L] wis s L)
Tamira .o aaS adlas cpl o aasl baes o5 > b Slugsl cl>
il gzl Gblie 5 @sSonl )9 e TS Jlisle o Kon
oS! Jow andlhae cpl ulul 5 [YF] wo 5 st 1) el amio o
a3 oe oLt bl ppolie 5l (S sl 1) (Slossl gl

Soee sl 09p58 S o Slusdl Sl lul pwdllie a5
s2olas ach olael Wae .ol oud sl olas ach slacl Wge G (il
Gl g (g 5lw Joe Xilinx system generator ¢ 3 <y (g9, » (golgiion
ooly XILINX SPARTAN-6 XCESLX9 g5 5l FPGA s, 59, 5 5 ool

® Hodgkin-Huxley

* Hindmarsh-Rose

" FitzHugh-Nagumo
* Izhikevich

* Chaotic spiking



VPN 50l oV o )lels O Al s 55 oRiils (5 gwdigee aloea /NVY

iUl (9585 Joo 318 519905 gumno (g3 lwdnls —Y S

oo &l Bolay slael Woe (5 l8lcdew (g5lwosly 8 50 Ho alisee Yo
e Holar ah slacl Wee G DSP (g5lwosly ) Sen g zhang .ol
Ll (polising pSI W 31 (22387 Sas )0 b 5= yledis (Sgy98 S 2
o Sh Bolay slael adgi cely Jow cpl (Seolns canlin olg> .ais S
255,88l g boliieg 2SI slall s aliiyle rac aSih gd] jluglgs
Sl Jolos @ a5 b soleitig Jae 50 05l (255 kS [VY]
Jlesl b ols plas Wae [l FPGA (g5lwosly .conl oals o)l canlio Jow
o wellas sads Bolas slael coaS XOR 5 e (5510 5 s Sllas
Slugdl witacs e Bolat acd olael age G [F+] alaa ;o .0l
CJL.J Ll 00l ‘_g)'L.moL:.:_ FPGA S5 « F) ASU GO T (S )G yoo
Gl sz (Sealud J18) (som gy (5m yoe plmae o5 3l (LSS
ol Gl [y Bolasas slael glaalge jo oolaiwl gy aSows o
as ols plas FPGA (gilwosly jo oy (Bolasas olael cos gl
Wge o anlez g yon Slogdl phs sline » [F1] dlis 5o
sobateds el oal (g3lwosly FPGA sy g &) Bolay ad oslacl
[‘7"'““"“’ » 05>‘LC 6QLW .\J}a “;\JLA_‘{ slael A.Jj.\ '_,\...L.S 9 C)J u.._‘l)sl
oolitul 52310 Iy 4l (Jhmy (2551 S50 e 3l 53l (5t yoe
G b slael a5 ol olas NIST cus 3l Jolbs mmlbs oS oo
2 el PYID Jolas slacl adgs &5 )l ool olad Oliogas
Lol co )l s (Oledbl cusl jo 00 xS b 4y o FPGA

Slgdl Glopiums 5 ppal (3il0y (Foras oras SBaS )09
olas acs slael Wae beul jo oplply [FV-FF] wos o colinal
@Sl 0o Joe 3l Ol o 4 958 e (silwesly FPGA (55, soleiiny

GOl 535U dcs Slacl Wgo pl Sl Soly —Y KB

‘*Bernoulli map

s oo plas leyn = 4 Gl 1) (bl Jow 56 Jloges je ¥ JSC5

ol azgi b sas e olid 1) Sy 5 Slossl il 5l loges
Jo o plae U= 3B Jlogad e Gloj CudS L oS sl aseie S5
S pate Olud o Slugsl saimoplis cpl a8 Conl 00l gay yois

el ey o0 g U

FPGA (s3lwodly g ool Solai and dlacl Wgo (2lb -
A (6K, Sl 5o owlel lacSsl Bolas slacl slanlge
B9 ca plal ST 5 Jluoms &0 90 4 el onl o)l pbleden &l 2!
&yl Ll g so ooliza] CMOS (5 ,5l3 5 Ygore Solil (s5luosly o
Slezms silwooly s piyBlasl 3 ojlailay 5 cunl asy 50, S
Ivel o)ls Sl szl a4 cans ool sblse Solas slael slanlge
2 e dolas slael slandge Jluoms sl ly alie slo sl
(FPGA) ouzme ai,S colilB b 08 al)] aisle o)ls 042 ool
e slajlisle 5o [¥] OSP) Jlizms JUuSews Sijlsy 5 [YY-YA]
o) s plnl (6,03 5l (2 (2L oz Slles DSP
FPGA la,lisl Ll oS o Yok Jlw 1) 12l ploj a5 (gt
Wiy WS oo Ll ghlae Ojge | Oldes g e 3 Gllas]
FPGA » e sla)lizle 3 2l gloj uizmen 5 ilussly slaanjo

10

-10

R

-20

1 syn
(alh

-15

TITT

-20

-25

o
o

10 15 20
Lsyn
(@)
G55 A 0 b (AN tlyn cows U (S LDgo Hloges - b
Ul JLail o8 )5 515 50 9w (@) (b1 JLai]

'" Field Programmable Gate Array



Ve b;l.“ue)Lo.w

YFN 50l oV o )leds O Al 5 55 olKiils (5 (gedigo aloea [NVY

40

20

-40

-60 [

-80

ilbwooky (998 sluglugi 58 logad o (gjlwanns -0 JSCS
Xilinx Generator System b Sgls b ooy

b ol (39598 Sluwplugl (L 5ilwooly —F S
generator system Xilinx I3 3| oslaiw!

Xilinx System Generator oS gl b ool (g3lwosly (golosuiny (Bolai and slucl Wgo Jlzmd (6 koo —F JSCo

% s

54

56

58

60 62
Time(us)

64

66

68

70

3Ll anh Sl Wge g 3L s —Y S

Generator System Xilinx sSely b sauds (g 3Lwedly golacion

P
e

FPGA jlwosly —V-Y
oas oole Hlas ¥ JSs jo (golpiinn Bolas ad slacl age pl SLo Soly
dsile aw (3l 5 ol piged «0gys Sleplusi sladsile ool

shaites FPGA 5 st solpiinn Solaracs slael alge caias JSus
FPGA » (e g ooy Mioms ilodie sl shsl sy
Sl GlusgSay Wb g l8lccu sbasly glacey slaws gl oo oolaiul
0dgdme 4y az g5 b 0gd Jol> laebl Slaslre Cds g ool 4S5 05l
Vo) G YV )ldlacen [bale o olass cpw) p 9,90 SY0les ;o slacl
ol oo 485 L5 53 (S A5 Sl S VY g e 250 Gl e
ot VY sloJUSn 51 (0D 5+ ) S V8 i (500 ptises Josle 5o
99 0 o Jaile 5o g se SRl ()0 paisad sl (Fs8 Sy
Sisbie Gl XOR o Lawgs oloson jsb &1 i V8 Jusiow a5
S5 0,90 50 ol g PF Bolas slael JBolay al slacl e a5 5 jsbay
S (o0 Sy

system Xilinx Iyl 5l oolainl b 9,9 jleplug Jiumus (5 lexe
T USS 50 5 silwosly MATLAB f58ls 5 Sadgouns o o generator
=9 6l 3B oged e (gilwdnd aoes O S Lol 0al ooly LS
system Xilinx slaSsh b ool (g3lwosly Joy98 sluplus lp 1y Teyn
b Lo, bt cpl sl pasin a5 jsblen . and o olis |, generator
Syl callas ¥ SE jo ol



Ve b;l.:.oe)Lo...u

YF) 50l oV o )lels O Al 5 55 oRiils (5 gdigo aloea NVF

byl (Holai (i Ils 3 o gSuwghn!

NIST (ygo3l @ulis —¥ Jgu

Qs o3 p-value | Result
) Frequency (monobit) 0.58 Pass
v Block Frequency 0.63 Pass
v Runs 0.73 Pass
¥ longest run of ones 0.53 Pass
o Binary matrix rank test 0.37 Pass
7 Discrete Fourier transform 0.52 Pass
v Non-overlapping template 0.73 Pass
A Overlapping template matching 0.47 Pass
4 Maurers universal statistical 0.56 Pass
) Linear complexity 0.35 Pass
1) Serial test 0.81 Pass
'Y Approximate entropy 0.86 Pass
'Y | Cumulative sums (Forward) 0.91 Pass
\¥ | Random excursions 0.36 Pass

=9y dlasl pogr (Solai Juliga s -F

o b oddadgr slael g Bolas Jbj,l « Bolas slacl slaalse (o
3lg8 oo oo gr slael LT 0gd aseiio U wigd (ol aub olael oyl el
Sl Blize Sl slals ), e b wisd ool (6,550, sloasli sy )
AIS31 ( NIST 800-22 aiile w)ls 0425 oy g5 05 dolas ioles]
Op e g op Sose )l (So NIST Cws acgoxe L TestUOL 4 Diehard
oo ool aasl glo JIg ialesl (sly 0058 ol b a5 el olal3l
Slp ol 5 olgiss 3 ol S V8 Gl)ls NIST o acgozmoe . [FA] 09
5o oolaiuls je e yiol)ly 98 105 solaiul Fyp ojlail b oo s Jlos
Sl ine s 5 (Value ) g dolas g pSojlail 5l iles,le yges]
oolar ah oluel slawlge 5l oo a8 5 o slo Jlgs NIST Lwgs (@)
o Bgd o GialesT (ConlBo V) igad S Ve oo 5l oolanl b golprian
2 tales] opl jo ol ool ot o+ ) (55, NIST 800-22 )5 (5o ine
5 48 5 n e 03,5 1+ s (ool ol V) sadindss (s b s
TS S PIYST I UV KUY’ B KV 1 VGO VIS IR W I PR
Com dlss a5 aas o las ol (000 ) el jo) wbl syl g e )
JEESE S PN RPN JUNE O NEAWE
plod a5 was oo lid gl s oo lid 1) Goajl @S Y Jgazr 098 o0
ples cplply (Value — P < v ) Wlodg jwalcadise g5l b
X Jgdz j0 digh e 48,8 Lai s Bolal sdslcawsd goue sladllis
oatmaylis ol a5 el <10 51 35,5 value-p «isleyl s Ve glp
ol oaliadg Solas slael oYL coas

Goladion Holai 4l olacl Wgo (5jlwosly ay 3 - Jgus

(s pilie sl £\ | [f-1 | [¥V]
olering
Slice registers | ave ¢/6) | YVYYY | YFo08 | Q¥A
Slice LUTs ¢xYVvy | veavs | veovy | ova¥
\OAY

Number of AY (/D) ve Y. X7
bonded 10Bs

JERICJERT (v FYIY wo | avA | var
(MHz) 5,8

ESEROR VA FYIO | Yoy |

(Mbls)
(MW) e o5 V- = [ vy

s o plid 1) golerin Bolar 4l slael e Jliows (s)lexe £ SO
4o Xilinx System Generator o XilinX slacS'sl dcgomxe 31 oolaiwl b a5
s olael Wae (29,5 (gilwand bl .cusl 0l |21 5 >1 )b MATLAB
Wao Jozus g lans .l oo ools lad ¥ s jo golgiiny PBolas
XILINX asl i g9, 5 g o i Xilinx juaw jlpl b Bolay as slacl
Giloooly a5 ) Jsaz el s (gjluosly XCTSLXH 5-SPARTAN
A3 oo LS 1y golpaing (Solay 4l slael Wge

Ao g l8lccn (g5lwosly 4n i col (astin gl | aS 45 len
S8 LB )5 (ulS 18 5000 e alin sla,l5 L avnslas ;o golpiiny
VE i 4 g a0l S 5 (Selind Ol iz e ol
el golpiiny LSl o9 B raseS caumslid a8 el Wlg L VoY g
Silwosly anje (39 feS soleidnn Wge 10 (Brae OlF 39 omb e
OO oS rizmed g ke la )5 L aslie ) g0l se (5,8l
el ol 5 uilS
oadlive . Cuwl oals ool lid A S jo golpiion Bolar ad slacl Wge
JS8) s5lednds g 5l (gjluooly 5l saeliuusay gl 45 5ad o
g ail 3,086 FYIY b wilg oo )5 (uilS )8 iz 155k Sl (Y
YAIE U wilgs oo golpiinn (Bolas ands slasl Wae [0 Con odes 29,5


file:///C:/Users/Msaeed/Desktop/Students/Master%20student/Digital/Memristive%20Random%20number%20generator/Paper/Simulations/netlist/synthesize1_cw_map.xrpt?&DataKey=IOBProperties

Ve gl.‘.oo)Lo.u

YFN 50l oV o )lels O Al e 55 olKiils (5 gio aloea /YYD

[16] S. Zhang, J. Zheng, X. Wang, Z. Zeng, “Multi-scroll hidden attractor
in memristive HR neuron model under electromagnetic radiation and its
applications”, Chaos: An Interdisciplinary Journal of Nonlinear Science,
vol. 31, no. 1, pp. 011101, 2021.

[17] F. Yu, Z. Zhang, H. Shen, Y. Huang, S. Cai, J. Jin, S. Du, “Design
and FPGA implementation of a pseudo-random number generator based
on a Hopfield neural network under electromagnetic radiation”, Frontiers
in Physics, pp. 302, 2021.

[18] H. Lin, C. Wang, W. Yao, Y. Tan, “Chaotic dynamics in a neural
network with different types of external stimuli”, Communications in
Nonlinear Science and Numerical Simulation, vol.90, pp. 105390, 2020.

[19] P. Kwan, J. Brodie, “Early identification of refractory
epilepsy”, New England Journal of Medicine, vol. 342, no. 5. Pp. 314-
319, 2000.

[20] A.L. Goldberger, D.R. Rigney, B.J. West, "Chaos and fractals in
human physiology", Scientific American, vol. 262, no. 2, pp. 42-49,
1990.

[21] A.L. Hodgkin, A.F. Huxley, "A quantitative description of
membrane current and its application to conduction and excitation in
nerve", The Journal of physiology, vol. 117, no. 4, pp. 500, 1952.

[22] J.L. Hindmarsh, R.M. Rose, “A model of neuronal bursting using
three coupled first order differential equations”, Proceedings of the Royal
society of London. Series B. Biological sciences, vol. 221, no. 1222, 87-
102, 1984.

[23] R. FitzHugh, “Impulses and physiological states in theoretical
models of nerve membrane", Biophysical journal, vol. 1, no. 6, pp. 445-
466, 1961.

[24] J. Nagumo, , S. Arimoto, S. Yoshizawa, "An active pulse
transmission line simulating nerve axon", Proceedings of the IRE,
vol. 50, no. 10, pp.2061-2070, 1962.

[25] E. M. lIzhikevich, "Simple model of spiking neurons", IEEE
Transactions on neural networks, vol. 14, no. 6, pp.1569-1572, 2003.

[26] E. M. lzhikevich, "Which model to use for cortical spiking
neurons?”, IEEE transactions on neural networks, vol. 15, no. 5, pp.
1063-1070, 2004.

[27] H. Wang, J. Ma, Y. Chen, Y. Chen, "Effect of an autapse on the
firing pattern transition in a bursting neuron", Communications in
Nonlinear Science and Numerical Simulation, vol.19, no. 9, pp. 3242-
3254, 2014.

[28] Y. Xu, H. Ying, Y. Jia, J. Ma, T. Hayat, "Autaptic regulation of
electrical activities in neuron under electromagnetic
induction", Scientific Reports, vol. 7, no. 1, pp.1-12, 2017.

[29] M. Lv, C. Wang, G. Ren, J. Ma, X. Song, "Model of electrical
activity in a neuron under magnetic flow effect”, Nonlinear Dynamics,
vol. 85, no. 3, pp.1479-1490, 2016.

[30] D. Guo, S. Wu, M. Chen, M. Perc, Y. Zhang, J. Ma, Y. Cui, P. Xu,
Y. Xia, D. Yao, "Regulation of irregular neuronal firing by autaptic
transmission”, Scientific reports, vol. 6, no. 1, pp.1-14, 2016.

[31] J. M. Bekkers, "Synaptic transmission: functional autapses in the
cortex", Current Biology, vol. 13, no. 11, pp. R433-R435, 2003.

[32] G. Wang, Y. Wu, F. Xiao, Z. Ye, Y. Jia, "Non-Gaussian noise and
autapse-induced inverse stochastic resonance in bistable Izhikevich
neural system under electromagnetic induction”, Physica A: Statistical
Mechanics and its Applications, vol. 598, pp.127274, 2022.

[33] S. Nobukawa, H. Nishimura, T. Yamanishi, J. Liu, "Analysis of
chaotic resonance in Izhikevich neuron model”, PloS one, vol. 10, no. 9,
pp. €0138919, 2015.

[34] A. Tamura, T. Ueta, S. Tsuji, "Bifurcation analysis of Izhikevich
neuron model." Dynamics of continuous, discrete and impulsive systems,
Series A: mathematical analysis, vol. 16, no. 6, pp. 759-775, 2009.

[35] Y. Li, G. Schmid, P. Hanggi, L. Schimansky-Geier, "Spontaneous
spiking in an autaptic Hodgkin-Huxley setup”, Physical Review E,
vol. 82, no. 6, pp. 061907, 2010.

[36] J-L. Danger, S. Guilley, P. Hoogvorst, "High speed true random
number  generator based on open loop structures in
FPGAs", Microelectronics journal, vol. 40, no. 11, pp. 1650-1656, 2009.

[37] M. Garcia-Bosque, A. Pérez-Resa, C. Sanchez-Azqueta, C. Aldea,
S. Celma, "Chaos-based bitwise dynamical pseudorandom number
generator on FPGA", IEEE Transactions on Instrumentation and
Measurement, vol. 68, no. 1, pp. 291-293, 2018.

SrSams -0
St bl 5 558 5 Vb it o L gz ol s el ale o5,

el 00 (g5lwosly FPGA wily o4, g 4l (ol sl (S99
Jgo silwand 5 s3luJae sl generator system Xilinx e il

Xilinx , e Jde o ol oolainl golpriny Solar anh slacl
3589, g b i XIlINX s I3l 51 eslaul L gENErator system
b gjlwesly XILINX SPARTAN-6 XC6SLX9 ¢4 5| FPGA
olaias slael Woe (gilwosly aje a5 wws oo lid (g5lwosly aulbs
@ oliiny Wse rizred 5 03g yoS wlie b5 4 S g3l
2 lEa VWF b Cos odgs 9,5 £ 5 55,00 PYIY Ll 3 2STos
I Vb cuinS NIST s degoze 1 p-value gl b oo Caws 4l

@l 51 ol S sbar was e ol 1) eadaly olad slace
Ll <1051 3550 p-value «iolesl

&=l

[1] K. Gu, N. Wu, B. Yin, W. Jia, "Secure data sequence query
framework based on multiple fogs", IEEE Transactions on Emerging
Topics in Computing, vol. 9, no. 4, pp. 1883-1900, 2019.

b alisl gog,9 b ool Sigy (k" st £ (o FoleJ [V ]
o )leds D¢ 0,90 iy olKily 5y pwaige dlzs (6 )Kija, 5l oolail
AT Jlo  YEF-VOY axan

[3] K. Gu, X. Dong, L. Wang, “Efficient traceable ring signature scheme
without pairings", Advances in Mathematics of Communications, vol. 14,
no. 2, pp. 207, 2020.

[4] F. Yu, S. Qian, X. Chen, Y. Huang, S. Cai, J. Jin, S. Du, "Chaos-based
engineering applications with a 6D memristive multistable hyperchaotic
system and a 2D SF-SIMM hyperchaotic map", Complexity 2021, 2021.

[5] M. Itoh, "Spread spectrum communication via chaos", International
Journal of Bifurcation and Chaos, vol. 9, no. 01, pp.155-213, 1999.

[6] Y. Wang, Z. Liu, J. Ma, H. He, "A pseudorandom number generator
based on piecewise logistic map", Nonlinear Dynamics, vol. 83, no. 4,
pp. 2373-2391, 2016.

[7] C. Wang, L. Xiong, J. Sun, W. Yao, "Memristor-based neural
networks with weight simultaneous perturbation training", Nonlinear
Dynamics, vol. 95, no. 4, pp. 2893-2906, 2019.

[8] L. Zhou, F. Tan, F. Yu, "A robust synchronization-based chaotic
secure communication scheme with double-layered and multiple hybrid
networks", IEEE Systems Journal, vol. 14, no. 2, pp. 2508-2519, 2019.

[9] Y. Huang, Y. Wang, Y. Zhang, "Shape synchronization of drive-
response for a class of two-dimensional chaotic systems via continuous
controllers”, Nonlinear Dynamics, vol. 78, no. 4, pp. 2331-2340, 2014.

[10] Cicek, Ihsan, Ali Emre Pusane, and Gunhan Dundar. "A new dual
entropy core true random number generator." Analog Integrated Circuits
and Signal Processing 81, no. 1 (2014): 61-70.

[11] M. Bucolo, R. Caponetto, L. Fortuna, M. Frasca, A. Rizzo, "Does
chaos work better than noise?", IEEE Circuits and Systems Magazine,
vol. 2, no. 3, pp.4-19, 2002.

[12] H. Hu, L. Liu, N. Ding, "Pseudorandom sequence generator based
on the Chen chaotic system", Computer Physics Communications. Vol.
184, no. 3, pp. 765-768, 2013.

[13] M. A. Murillo-Escabar, C. Cruz-Hernandez, L. Cardoza-Avendafio,
R. Méndez-Ramirez, "A novel pseudorandom number generator based on
pseudorandomly enhanced logistic map", Nonlinear Dynamics, vol. 87,
no. 1, pp. 407-425, 2017.

[14] A. Akhshani, A. Akhavan, A. Mobaraki, S-C. Lim, Z. Hassan,
"Pseudo random number generator based on quantum chaotic
map", Communications in Nonlinear Science and Numerical Simulation,
vol. 19, no. 1, pp. 101-111, 2014.

[15] E. Avaroglu, I. Koyuncu, A. Bedri Ozer, M. Tiirk, "Hybrid pseudo-
random number generator for cryptographic systems", Nonlinear
Dynamics, vol. 82, no. 1, pp. 239-248, 2015.



Ve gl.‘.oo)Lo.u

YF) 50l oV o )lels O Al 555 olRiSls (50 (gwiige dloes [VYE

control of ground vehicles", IEEE Transactions on Industrial Informatics,
vol. 15, no. 4, pp. 2253-2264, 2019.

[44] L. D. Medus, T. lakymchuk, J. Vicente Frances-Villora, M. Bataller-
Mompedan, A. Rosado-Mufioz. "A novel systolic parallel hardware
architecture for the FPGA acceleration of feedforward neural
networks", IEEE Access, vol. 7, pp. 76084-76103, 2019.

[45] M. Meribout, I. M. Saied, E. Al Hosani, "A new FPGA-based
terahertz imaging device for multiphase flow metering”, IEEE
Transactions on Terahertz Science and Technology, vol. 8, no. 4, pp.
418-426, 2018.

[46] M, Tuna, M. Algin, I. Koyuncu, C. B. Fidan, I. Pehlivan, "High speed
FPGA-based chaotic  oscillator  design”, Microprocessors  and
Microsystems, vol. 66, pp. 72-80, 2019.

[47] E.A. Hagras, M. Saber, “Low power and high-speed FPGA
implementation for 4D memristor chaotic system for image encryption”,
Multimedia Tools and Applications, vol. 79, no. 31, pp. 23203-23222,
2020.

[48] A. Rukhin, J. Soto, J. Nechvatal, E. Barker, S. Leigh, M. Levenson,
D.Banks, "A statistical test suite for random and pseudorandom number
generators for cryptographic applications,” NIST Special Publication
800-22 (revised May 15." (2002).

[38] I Koyuncu, M. Tuna, 1. Pehlivan, C. Biilent Fidan, M. Algin,
"Design, FPGA implementation and statistical analysis of chaos-ring
based dual entropy core true random number generator”, Analog
Integrated Circuits and Signal Processing, vol. 102, no. 2, pp. 445-456,
2020.

[39] V. Guglielmi, P. Pinel, D. Fournier-Prunaret, A. Taha, "Chaos-based
cryptosystem on DSP", Chaos, Solitons & Fractals, vol. 42, no. 4, pp.
2135-2144, 2009.

[40] F. Yu, L. Li, B. He, L. Liu, S. Qian, Z. Zhang, H. Shen, S. Cai, Y.
Li, "Pseudorandom number generator based on a 5D hyperchaotic four-
wing memristive system and its FPGA implementation"”, The European
Physical Journal Special Topics, vol. 230, no. 7, pp. 1763-1772, 2021.
[41] F. Yu, L. Li, B. He, L. Liu, S. Qian, Y. Huang, S. Cai, "Design and
FPGA implementation of a pseudorandom number generator based on a
four-wing memristive hyperchaotic system and Bernoulli map", IEEE
Access, vol. 7, pp. 181884-181898, 2019.

AES K50, (sjlwosls g o> b" csoumm . colwl & (5,0 .o [¥Y]
‘)A)»..; oKty d)’ ‘5..:;).4(4 Alzn ‘"Ca.c)w)g: Ja9.'a> 6‘)’ FPGA ).M »
A0 Jlo VPV asmin o) o,leds FF 090

[43] C. A. LUa, S. D. Gennaro, A. N. Guzman, S. Ortega-Cisneros, J. R.
Dominguez, "Digital implementation via FPGA of controllers for active



