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Short Abstract

The SCADA system is a vital system that monitors and controls industrial processes. In these systems, a cyber attack occurs by infiltrating the
communication channels between sensors, actuators and servers. In recent years, cyber-attacks have created problems for industrial control systems. A
cyber attack has a function similar to a fault in terms of system malfunction. Having instantaneous network parameters such as latency, packet loss, and
network traffic can probably make the difference between a fault and a cyber attack. The purpose of this initial research is to detect and then isolate the
fault from the cyber attack of the SCADA system using different networks. To do this, a fluid passage system with a controller is modeled. A fault
detection filter (BFDF) was designed, which detects various anomalies of the system, If at the time of detection of the anomaly by the filter, the network
parameters also show abnormal conditions, a cyber attack is detected. The simulations were performed in Omnet ++ software. The research results
showed the effectiveness of this method in distinguishing between fault and cyber attack.
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1-  Short Introduction

The SCADA system is used in the vital infrastructure of countries. It collects and monitors real-time infrastructure's data. With the increasing number
of cyber-attacks and the impact that these attacks have on society in terms of economics and health, research on the security of SCADA systems has
increased. The source of the fault and the cyber attack are different, but they have almost the same effect on the system. A cyber attack is likely to have
a significant impact on the network. Therefore, network parameters can also be examined to distinguish between a cyber attack and a fault. This article
examines the conditions that the system experiences and distinguishes between a cyber attack and a fault by analyzing test data.

2-  Proposed Work and Methodology (including comprision, simulation/experimental results and discusion)
In this paper, first the BFDF filter is introduced and its details are reviewed. A system is then modeled and a BFDF filter is designed for it. Also, four
correlations are defined, which represent four different faults of the system. Then, by simulating the system in Omnet ++ software, network parameters
are added besides physical data as available data to separate the fault and cyber attack. In Omnet ++ software, various faults and cyber attacks are
created on the system, and with the obtained algorithm, a distinction is made between the fault and the cyber attack.

3-  Conclusion

In this paper, a networked control system(NCS) was modeled in which the controller and the system were interconnected by Internet protocols. Then a
BFDF filter was designed for this system. This filter detects and distinguishes various system anomalies, including anomalies in the actuators, sensors
and parameters of the system. This system was simulated in Omnet ++ software and various faults and cyber attacks were applied on it. By having
network parameters besides residual values and correlations, the isolation of faults and cyber attacks were effective and finally an algorithm was written
for it.

4-  References
o  T.-Y.Zhang and D. Ye, “False data injection attacks with complete stealthiness in cyber—physical systems: A self-generated approach,”
Automatica, vol. 120, p. 109117, 2020.
o J. Ranneberg, "Reference Topologies and Scenarios for Cyber-Physical Systems in the Norwegian Cyber Range,” NTNU, 2019.
o M. Taheri, K .Khorasani, I. Shames, and N. Meskin, "Cyber Attack and Machine Induced Fault Detection and Isolation Methodologies for
Cyber-Physical Systems," arXiv preprint arXiv:2009.06196, 2020.
o W. Werth, "Towards distinguishing between cyber-attacks and faults in cyber-physical systems," 2014


mailto:h.mosaffa@email.kntu.ac.ir
mailto:h_khaloozadeh@eetd.kntu.ac.ir

N 2bs o)l

Vo Gl oF ojleds DY) ala 15 oSl 550 o aloee / FYF

a5y (6L ol yly & 1S5 L SCADA wilobus 33 (6 sl alos 3l s g jlilos 3 o

Al e smsh all e axlys ciaio oS (3 skign 7S 09,5 eyl owlid IS Loamell £

oolells v

Olpl ey (omsb (il mal axlgs  caio ol ¢S 05,5 «(§p (swiige 0aSiiils wliul

LRV

51 Shos o Ko o bl slooly 4 355 b ailels cl 45 S a S8 s oyl |y aio slaanlp a8 wil e Sba slaslels SCADA ailels
BN J'}Lol;.‘a.l)l 6ﬁL..: o> .ol ao)ﬂ )Lg & g LJ).A..S LthbA.'yLaLu ‘_glﬁ l) @){S.Mm Lﬁj—ﬁ.L“‘ <LL¢>).._>‘ LgL{aJL.;)o ABS co t) 6)""L“‘ o> L&b)s)..u

Wilgs oo Al SIS g iy (38, Cewd 1 elgl 4 Lyl 53l assle aSis sla il b (sladasd als JLasl jo o jls o] jo oe go8g 4 ad (60 Slas aiboles

31 eolaiwl L SCADA saibels [0 (g bl a3l e gilulas s 5 (auseis ol regh ol 5l Bas .auS sl pled Gpmle des g cus
(BFDF) o, s aseis ld ailolw cpl (gl .l oads (g5ludae ousS S G olpon 40 Jlow joue (gailobus G )5l (gl sl aSls sla el )b
olas ]y gole e byl 55 aSil sl el )l 2ld basgs (6 lial aseis log jo 81008 oo aseine | ailole alizes slos lmal a5 canl onls )b

Sl plasly

Gols wlols

OMNET++ 138l 0 5 ( BFDF) 5 3 e aseis ;ild SCADA oo o pwls daz (6 bl alos ccus auseis

Dol a0 5l Wl e )5 s 3 e 590 wilen (5551 45 DM ()]
WS (5T elr o 4

e Gl slp i Sl Wiy oo 6mle dle g cus atis SUlE
Sglite 6 b aloz g care L ol sl Gilises Lyl 3 4y 1Sl aslales
Sy Bl Jle plsie 4 il ailels LSy S1Lay8 gy ool
bl JU 55 b alax £535 L 5 o1 )0 e 5,0 51 50 wilsi oo S
Qilgs god 2l 4 (Su5d slrosls 1 oslainl cpl by il oals sl
sl Jlezm 4y (6 pales e S SSE K0S 51 6 pmle alem 5 cos
byl a8 col ihaie cplpln cosls salss a5y, ool Ll
DEVE] g8 asdllas aslobes Sojud slrosls 3 ogdle 5 4

<8l g Jloyl el 4l 50 45 olws 1o 4 (g geelS sloaSed o
ol Gl oimen 558 ce a2 (Node) 6,5 sl azals |, SleMbl
S g Nalon el 28755 Slacaand 4 )5 slrosls (oMl
byl it a5 a8 sl el by sl o (PacKet) aiwy |, laceand ]
ole g ditter) ;> «(end to end delay) Ll 4 sl b sl sy 0 1B
oS el Gy S sl 4 sl 2B .l (Throughput) aSes Sllee
Py 50 0855 0,5 Ay Cunlidgn b g 095 o0 il 0t B 05 50 diy S
975 5 St Gllee plgs 0yl b p 5 Lol 4 Ll 5B el g
OPS)Ast 52 s o 9y 5 el (B | (5458 Gyl 3l plis ol iy
Dl sl e

031595 der 5SS ¢ ghns odinn g pli
h_khaloozadeh@eetd.kntu.ac.ir : Jsiwws odicus g5 Juos)

VEeeN eV iallie Jlo ) &l
VN =YY e cdllie o pdy g,

doddo -0

3345 el (CPS) (S5t yulor piasms 295 (SCADA) IslS! ailols
W Gyl b Gp b ail byis Sl glacsley;
lrasis 5l oslitul .3)ls 5,5 Sleard slaails IS 5 cis slaolSayVL
o] 5 yuble slaales ol 3 a5 ol oud el aslols ol yo bl
JPESORNL{ N X SUN FRCTIURITIN PV [FCPS BPSOR IHCH DUSITS. VY
alos ool o LY ] wsl acsls e cuil 5 oy s wolazsl
OLT 0 CS g diaingn sailol @) alas )lg3 o 55iS Sluls 4 (6 yulos
.b).! Pb ‘) V¥

i Jols a5 T g rmle Y Lwg LCPS (o5 idu (S jsb 4
Gl &Y Jb ol b ogd s 7S b ol el Slols | g Slowlox
R e o b & il o 5 Sl ndy ol omle SNl il 5
s olaus an 4 olg o 1) 5l alos 0,105 L5t A G I
Gy ale> 9 (Replay),l S ale> (DOS) gy ISl alas 10,5 (o
b oS s |, bl sl JUS Wiy oo DOS ale> (FDDLL slaosls
I, Gbls,l sleosls Replay alo> [0-Y] 558 4235 laosls il e ssl>
oales o 5LIFL Wl 20l s 3 Slae b dm3 0 by 5 Lans
5 pSUyhas wies co s 5 ole Y o 1) baosls a5 FDI OMlas (358
OlFse |, FDI ez 35 ales g489 50 ol 5 V] siies ponumey
s 3,8 gaw aib [V-Y o] S sales 5[4 Al Shee galos 4



N 2bs o)l

VFe o Gl oF ojleds DY ala 15 oRSls 55 ot Al [ FYO

sz 7 b i oo 2 Sy ppe 3 el
il g 8 TV (slo gy 5 o8 ) (5 2
Zrs1 = Gz + Dy, + Buy,
e = Yr — CZk (Y)
G=A-DC > D=(A-6C"
G =0l |op| <1
59 oaile aS 898 >l (slaiss 4 Wb g ail o Sosalie o e D e le
Oresd glbs all il (er SI Ceols (el g)lnial e
64]&[;_4 WD éL’,Q‘ La)ﬂo& » Lg}gc&l& )fl JL> o € = Xk — Zk Sl
ow@\‘ aJoleo D90 & a.)JLoj Al L;Ua}
1 = (A= DC)gy + bi&;,
Ty = CSk

)

5 et S a8 co s Chy slisly jo 29,5 slad o onile plply
ol g slad 0 AB § A b (oS 5 Ojae 4 wrs £ able
D9 s
&kr1 = (A—DC)g + AA « (x;) + ABB(uy) )
e = Cg
O ol wube owile Wl was #) b K> jo Gloul ST iores
Wb D G ple ol giw dj B doles ;o 098 0
&1 = (A—=DC)g, — djr)]-k
1y = Ce + Ijnjk
£33 b 5 oo 5o s (o3 Wlsicoo basSlos 5 la S o (s lmial
e |, ol (e g (g lmiali g585 aid BFDF 1218 sl (6l sabo
loosls 51 Jauw slo ol )l laie 4y aSiols glo yial )by aslsl jo 000 o
coe S Lad T 10 45 aiuS e a8lal ouile sl ol |, (goms ¢ So 5

@)

..x;'.\sad.a:uéﬁbdlpj

SO0 ‘SA.xJUan -Y-#

Rl 283 JE sy 0550 035 90 b b je gl allie ol o
9 ol Gilwdae busyls (F5S i) Kloe S g jlid K> g0 wloles
o # aolee asle )] cdl> lad oy JYe] e yial )by lade (6,10

Qin
1 c2
actuator
Qout
Rxfer Rdrain
PL p2
95 b Jbow ailobis Suilouds JSoi —) JSCis
e
_ [ 0.9999 8.69e — 5] + [ 6366 ]u
P l869e—5 09999 1P T lo2769] " )
Y = [O 1] Dk

Ot 989 b S (o0 S e Jobe 1098 4SS Loy JLal g S
ANV G55 59, L (6399 9 Wgd oo e S0y 5l a5 Jlid e
Ded o V dlobie aile pivaw <l slad 6,8 5 cuils walys>

plm]_ 09999 0 plk] 6366] . v
2 =" 09999l P2y +[*°]F ¥

() bySlas o o)lmial jeam 4o ailels ol Sl glad o5 ol
Dedse g5 Soze a () alele byl 5o cos s () Lo S

ooy bl S 5 gpule aes 5 cue asis 6l dlae ol o
& WIFor plams 0 & 2lags lnial (asiis (sl jekiie o 398 o0
S BFDF jilé .ol oolawl (BFDF) 0, cos adeis ol sl e
Er oley a5 Wl se Cawd a4 lisS a oy 0,40 a5 Cl a3 Fesalie
wlad jo ol s Fuly cub 5 pasein gz 0 odile e G pols
ST L osile fyads Ll yod 9 0,10 1) 995 8,8 4 yamic Cugz caue o wdile
5ol JVA WV o5 salss asie piww 50 1) cus g55 g
aile Joo p (siie s pantts 3 lliul lap oSl 5l 5 o Kiegs
oolawl 6)4L.u EMas uam 6‘)3 UI0) asLst 59959 )fod.&bL.wo
)08 i 3 FDI akes gjldoe & [YY] s Slen [VVVa] Wilos s
el 31 55 % 3l IS8T g a8 2L 5l eoliil b o ausis

95 Gl O3gr S Jodo 4 il (25,5 LS 50 a0l Gl )y (o)
ool 50 a8 S e dlal bowile (glad 4y 1) soll cads 1o el ke
o> g e S a4 4 Sledlbl § (S8 sbavesls leslaiul b &g
S 4 b1y S ol s pon mtle 550k (slag s L sl
Dol sas oo plos! Omnet++ 1530 a5 s alobe S caliks slocands
132 5 o 5 slaegozme (5505400 p b canwgs LB 1580 o 5 S, Omnet++
35 Sl (S 3d Slapinnn 53 &S0l o sluand C3 Lo 6l g Col
OEeR g ser 9 e Bl slaaSd Jolt g 09d oo oolial
Stkom 3155 S pg, [VE VY] ol oSt s laJS5s 9 5599295
omnet++ 1531 o5 4o ailols 55 (g5l apeds b 1 a5 sl ol s (sl
oS sla el )l 45 5,5 oanlive 50,5 oy T s (6l Ao sl
DVF] e aal zy158l

BFDF i3 o1 sl g o0 (B yme (5148 J 5 ot S alio 5o
b 055 o0 g3l aeed OMNett+ 1580 055 )0 s g 5500 (>5b
el g Gl 5 555 8l s 4K slo il & (shalind (i
0dls anid 6 pmle o> b s 98y ab layialll 5 ihd (2>

Dy

o9y 99lge -7

25 e D980 sz Ol DSz 5 (e BFDF zld ] (oo ol 5
> BFDF 12Ls ()T (6l 5 (s3ladie ps S5 (63,90 (stalllae (25
Gl alam 5 coe s sl aSes b el 5l 5 el o g oo
g o oolaiwl K0S

(BFDF) 3 cord (i yilud —)-5
Soge @ oloy b p il s (o (A pl Sy Sl gl 8
g g iy pai ) aolee

Xier1 = Axy + Buy + bi§yy, + AA o (x) + ABB(wy) m

Vi = Cxp + I/n/k

o oSzinl g Gl wlle s cee Ao (r) + ABB() O le
S a e Iy s Bidy o be e oo i ) (bl slo el )y
wlobs slo Kaz 5 b Mas )5 (G mbo oo b o) )bmial Sbles
Wy oy [ €R™ 5 aisls B i sle ol i st ,Sibles by € RY e
el pl] R 3 5 lomials godimo L
BB o lp ¥ dolee aiile BFDF il cilol (o9 pds Caj,y (2,8 b


http://omnetpp.org/

N 2bs o)l

VFe o Gl oF ojleds DY ala 5 oRils 5y owdiges aloee | FYF

o0 g slael oy g eaile (i Bl S0 W+ 4 (Sinon 4z 2
@ el 505 V- alal) cpl Wil g cqz W 0 ST Wl cge
Sop boaile jlop og Lwly ma (e 4 V4 L V- g Suop Sl se
o Gllao a3 51 ol el Lo gl Ll 45 bl 51 ] (gl (gl
30 9 s ,S iy e lasl 4 ax gl L] (Sicen 99 05 o0 oolail

. \
\] L7y wliwly 0 6,50 [] Lﬂ”lk bl

|T1k| Ierl

CORR,;, =~—— 4 CORR,, =——
e 7l ’ 2k 175l av
[T S SN ‘) Qi M 99 La:)i.p e d)mb ua...?:.m.\ 6‘)‘.’

& Olered job 4 K 93 52 10 (5)lnial &5 (oS (22 ST oS o

Gl b ogd o0 VF dols wile bbadls oss sl sdlolas wa

o ple V8 adoles ;0 095 o0 VO dolae aiils ouile (9,5 (saolao ¢ polio

fosfi 3me 55 Ol 008 @r2 3l o U pepslie s & glaiss 201, 0
<) \

el Caws 4y VP AJoLv.né,.JaQ.aﬁaqul[ ]5[ ] slwly o

\ EA

(®)
€y T OFC1, T diifi — diafo ey,

~ _dllfl - d12f2

11— o
©
€241 T Or€2, — dyfr —dafy » €2
~ —dy1fi — dyaf; Qe
11— o
(_"zrlk _ _dulfl__ diof> +f = (1 — Of _1d_11)f1 —diof>
Of i
(b) —Ud21J17422)2 - _dll f2_d21f1
STy = d 1f—a-;i f: +f2 = (1 of 1_0)_f
_ ["k] _ [ 0.0005 —0.0004 f1] V0
Tie = [m] = [—0.0004 0.0005 ] £ 0o
0.0005 —0.0004] Q1] _ [ 1 ]
—0.0004 0.0005 1192 0.1
[ 0.0005 —0.0004] [qg] _ [0.1]
—0.0004 0.0005 !lqs 1 %)
9 92 _ [4.4682 3.9869
Q= [q3 a.l> @=3 0860 1 1682)

oobol p (Kian 50 VY dolas wiile 5 oS 0 2 po Tk 0 1, Q o b
Wl oo s aymy = Qr,

Imo (k)|

CORR (k) = ot

_ Ima @] VY
s CORR;(k) Il av)

BFDF yld slools ay asuls o yiolyly (30938 —Y-F

e lo i o 5)lmal jo (8 A5 50 el iy e o (Sien
oz b g coe 5l 2ol Wl oo g lmal () aiS 0 asein 1) aileles
5 b Swor Hlade LS o 50 1) aSil ledlbl Lol jo Jlb ol (6wl
oS (o (o 2 oile

b ol aSts SC31 5 axg ] 4 pien allie opl j0 a5 glaSis el
Al Sl ol i 0,5 gole Sl e g oSy Y L]

4 35 (goaids i Wilg o 0,5 12 pelae Jlade 4 Gl e g0

0.9999

B [ 8.69 — 5 6366
Per1 = g 69e — 5

0.9%%%6] Pt [0.2769] i
+ [0.27609] far
+ [—8.69e -5
+

_8.6‘(3)e— 5] o W)

_o 2760l e
re=lo Alr+ o+ [ e

RS 7 i slo el 50 e STocail ao f, lade A dsles o
Lulpd o 5 faag s forp 8 far =500 V¥ dolas aiile w5 G (5 l0ke
Vo) S g Shee ;0 )bl o o 50 i g S Sho o0l
s o cills (5 lake
JLid S o S Gan s oLl Pl oaisS 8 oSy cailebs 0l sl
S s 1y (¥ JS8) g pe S 5 552 ¥ iy
Slee 5 g )brial Tl as 1L Y aobes asilen 5,208 aibols ol sl
S (o s CB bl jo 29,5 (slad jo ¥ aobas aiiles saibe wams £

12000 -
10000
8000 [
6000

4000

(ISl g2 30 Uit e

2000

0

0 100 200 300 400 500 600 700 800
(agili) g 3las it Lo

Vo5 jLid U508 sl gy JUSow ludo - S50

g=08-6=[% O]

- 0.9999  8.69e -5 @
_ 8'6_% Ny 5_1 =0'999_9 0.1999 8.69e—5
D=U-GOC"—0= [8.69e ~5  0.1999 |
¢= [(1) (1)] s CB= [0§2376669] ” [(1)] 0

<A Qiji_m q dolas ;0 g0,l0 SO 5l S o|5.>’dok§)l_x.ﬁ.‘aaf Y aoles jo
Jlasl dg) ot annSis) alobs sl il )5 e g8y 0l a3 )5 L o
A dolre 3 5 068 g0 ol 29,5 slad o T dolee wiile (bogy55ue

Al oo Cewd 4 V) Woles wiile AB 3 AA la laie

A4 = [—8.68e -5 _8'6?)6 - 5]

R
AB=[ QRY)

769]

~0.2769
5) ABB () sl S>gS Ld,lade Uy o2 9 AB o2 &S0l 4 a5 b
o 4 o £585 loj 5o o)l bronile Ol s jo (s0by 3L (Yaloleo
5 ssice sl Syp S JUSws Mk waisS S glas iyl
Ol o)ls gy 6o, @0 D1y 05,5 oo D1y Jlaie ol (Rl 2l e
0 . .
.wl[l] Gl 55 s ol E535 ooy ozg > Ol

. 1y . N T .-
lal Joy o7 = [rzk] oile ) e gz bl )] e 4 (s

1S oo ooliil lag] o Swaon 51 VY Aol ale of) o lxials
Ival
[
CORR, = —— X \Y)
TNl



N 2bs o)l

VFe o Gl oF ojleds DY ala 15 oSl 55 o aloee | FYY

Sibw doeds gulis -V

oo & alg o OMnetH+ s (gile and oS slaaS sovalive sl
Soled dexl e

Ji 5T S e 5 e S e ol 005 S
el b lade 50 allole oS co Jlo )l ol gl g adgs J S
S 2 Job ot B e UDP IS5 b oasss ]S gl ol -o0)
g alols Gog w4z b Galple sl ol Ve oS o JLo)|
22 S8, (g0 Sl e o )T DYl slaws (ogr Lastiee
VPeo e dgam gole > 005 ja 8L, SIS Ll (o .l pales 0,5
Sl yd ealy gl Vool o) Sl e 0)5 e 1y wsdioe a4l n Con
S oo

SSE sl il 1 G g0 el s 4 (S oz
wly sl g5 ( (S [z ol diin 25 (o0 S 50 o lial
Bee YO Sboyosl jo.calasb Are g5l and 5 oy s o b
b oll aAllaz gile and Wiz ;0 0 JSS 50 ead 7 lae glaglials
ol 00 00,91 1 Jgaz 50 lasjl s ol gl

osll VR bls )l JUS o g mle des £485 ol iges lgie
5 A8 VY B Pl s ailes aSlid glo gl il 5 b Kios 5 onilo
ond S e g oy Slin by Sies el I T (S b SO
G azg b g Cnl ol ool Lawkid ) R 0 gbual plals ol
5 Gl alom 58y Gl LB ke 51 o] (og it 5 4SS S5
Ded o 00l Lasis ) K JUIS

O 50 s eyl ceal Koo lagle; 5o (Kiwon ok a5 sl ol
oaid ooly asii g lrial g alils o 4 S0y (6 laie cnile ol
s slagle; 50 5 0l YV sgam (g lwiali 485 o) ;o oaibs ojlail .ol

s w  m mw w0 wm  wp  a  me s e e w7
oo 2000
3
=
A
3 e -
3
® 00 %) 200 2% 300 350 w4 00 55 600 0 700 5 800

(a6) 85l dd yle3

duuls loy Lo 50 ) s a4 alos o o odibe ojludl —F JSCh

e
(aslb) g5l
T ———

| K SIPTS KT

E] w00 180 a0 2 %0 %0 40 &0 @0 s

(42i)s 3l e ol

A G JRlos 50 5 bl slaol ) Sowaod Hlado - JSCo

(a8 5bw amds (Lo

S8l ey 50 hd ise j0 ead By aibele il (g ule e 5 aSs
A (g5l 4t INET aluls 5l oolaswl b g Omnet++

plant coond o ¥ S auile g o asdes CHF L5 L allele cdl> (glad 0,8
controller S'sly )5 505 e (anseis 2l g oaisS S oS ol ools I3
bl )| 6599095 sl 0y 00ls 13 Congu jo oS 5l asu b eols I3
Sade e SO0l Sl VS auile 5 controller g plant o
plant sy JyuS JiSew Jlade X8y yo g cONtroller sy b S
JB1s sl i b oaia sl piess oSl ok sde o)
el 0ads ool ioles § S o controller g plant sleo 3

atta 1
f = muberz\\ .
controller router] \ o~ plant
router3
attacker2
visualizer confiaurator

Omnet++ o oud (b sasul jlsle -V o

controller plant

PI controller — Actuator
Communication
BFDF channel

Evaluation

Pomars|  Attacker (Va, ¥y, DoS)

Ir4l. Cor

Detector

i Lo g 1,55 Soly F IS

JB S0 bl 8 5] prles a5 05800 (08 ale slagy)liw o
oz ylog 0 0l pw s aSll Gy yb 5l ey JLo )l gl p3Y J S
Lol ealis o batuy Jow 4 £9,8 ¥ S5 ausle attacker slao 5

S dake A Gy yeees 50 o Jluyl loosls Jlade 30 Lale ools 5,5
Glp 0 U ailen gole Cunsg g 5 lmal 556 slocuasy 0iS oo
A8 Jlesl g5l anls jo wilolw

i i BCUrSg Hlogei -0 S


http://omnetpp.org/
https://inet.omnetpp.org/docs/users-guide/ch-introduction.html
https://github.com/Hosseinm2018/NetworkedControlSystemOmnet-.git

N 2bs o)l

VFe o Gl oF ojleds DY ala 5 oSl 55 ot Al [ FYA

Gl 2 939 loj 50 by Ftwanod Hladio - Jguar

Corrmy

Corry | Corry | Corry

fu \ oY % .55

fo . \ .55 -.V¥

fs1 L0 .50 \ =

fs2 .50 YO . \

b IS Jhw jlade wns 7, Slee L)l JUK o uls ales 31
b S bl JUS jo 51 .0e8 0 ol Sles ;0 cue siilon g wilo oo
s 35 S i Sl by leige Sl ol i wns £
Gools a5 398 o (g 4 ls alex 585 Loy 0 Al Sl LauS o
oy o0 60k Sloy Al L L g o) ol date 4y wyox

A Hlade ST el aSl Sl gy el Ao aseis sl el ) SO
Sy o oold jagis yuls alem i ] gole Jlade pl g0 dlie

s 5l o bKus JUS o b ales aid glp s 500 o, SO
L 5 b e s g 55 oS o o5 |y s e et S
I Jlaie BT 0iS auslin @a L 1) b S jghaian 5 J oS S
ABlal S e Hlade wiley <ol b K Jlade Jg wiS ,oss JuS
et o g oldl BT (ol ooy oty digel B0 3l L Mie (ST oS o
g Jloyl log ez 0gd g0 00ld Lausid uls dlas i, B0 4y 5 )l0ke
a5l 2,0 Sgum diges B0 (el oad a3 )T by o Al v ,e ) Ay Cdl e
bl sile olusl jo o1 ST g sl Bl il K 90 40 50 lajen 3]
Sade dz a0l Haegd gl 0gd e ) b Suon jl plaSons Lol g8 o0
Gl Fa Vol Siod Cad Glg oo w)ld 0929 K 2 j0 Gyl
0351 yideny S plaS 10 Bzl a5 degd g5 o D ygeo ol 048] o
Gl W USS asled (o ,oS)l ol Caws 4 a5 ol b cplplo
ol 5ol 0ols mesgr 4 Canl Lubs ales el a4 by e o )laol
Voa oo gylade ol 4 bgrye (Siaen (g lmial g8y &jgo 40 4
30 A 51 585 lade g lmal ol eols ausis (gl cadls salys
LS L s ol

S5z —A

@il 9 39 Sgrme rmle Doz I (S (o) p dlie (nl (Lol Saa
el s 0 585 BB gy lacws 5l 1) lag] olyie @55z 4yl
ol (SlaSds S8 o o Zeandg i S0 sl i nl jo 08
S ekite cpay el oolail S aSln gle el )l 5l (So5d sbesls
ladSisn b alls 5 oaiss Jou5 oS wd Joo glaSen Jpus alels
e 5 ool diboles (slos lominls maieis (gl wings bl o wa b i)
sl BFDF 213 a5 Jos 1 iiae 52 sbey o5 wlebes gl s pmales ala b
b b

A QK CIPEISRY- A

20 | 20 a0 w0 o a0

(aeili)g sho et o

ailobw 5o yxolyly 50 care Gl :¥ ( Kowaod oo —A S
(a5 5lw aumds o 49 Con

B w  m am  m s s wo  ws  mn sy wo s om0 mo  ae
i 10 10
3 ' ]
;—1 0s 0s
3
0 100 150 00 250 30 360 00 450 500 560 600 850 00 70 800
(i) g3l s e

@ Conid 1y 10 (5 5ludl Lol ¥ Kiwod oo -4 JSi

(ab) g 3l s (3o

El 100 s 20 20 30 30 00 40 S0 G0 60 B0 70 780 B0

F ety Jfodie

E] 0 1 20 20 0 w0 40 40

() g 5bo s laj

MMT)M J° ‘s)bgd.mb‘ ‘SLA.‘J ZFM )‘Jﬁ.o -\ J&;ﬂ

(a6 5 3tw A (4o

T
o -
o R |
T‘ 5000- 5000
El
=
B .
- =
RN R R R R R SR R e
) . . . o . e A . e
A 3lo ) A G (Al o o) ATl SCB1 5 —1Y ISl
ey Q 4 0 > d ™~ 0 o
(al) 55l
T
10,0008 0 0006
T 0000
00002 00002
R R R R R R R R

(43 8 3 s (55 4 o Ll 4y gl oG 1Y S

Slas 0 (e b dbex)glmial coip & fs, 5 f, fu ) Jsox 50
50 Lo Ko jladie .abb oo ailoles 10 cae fyy g Col ¥ K 9 ) S
sl oad aigi a5l o lags Lmial cnl £585 Oloj

35 55 e 5| 2 il ns &, Sl L g b S 43 Sloul ]
£85 O la Soran 195 8 53 a8l o) JUIS ) s5mle alos £33 L
S so a1y g )lmal g5 Sl sl sl g s lnials



N 2bs o)l

VFe o Gl oF ojleds DY) ala 5 oSl 5y owaige ale / FYA

sl g3y O ygo 4 35 PloaisS S 4y bgyye oS

void Controller::P1_Controller(double y)
{

referenceValue = ReferenceSignal();
controlError = referenceValue — y;

Integral = Integral + Ts * controlError;
controlSignal = Kp * controlError + Ki * Integral;

if (controlSignal < 0) controlSignal = 0;

emit(referenceValueSignal, referenceValue);
emit(errorValueSignal, controlError);

Db AL ) Do 4 G

const double G[2][2] = {{0.8,0},
{0,0.83}

const double D[2][2] = {{ , }
{ ) 1

const double Q[2][2] = {{ , }
{ .

) ]

void Controller::Plant_Model()

{
R1 = (pl1 — z1);
R2 = (p2 — z2);
m1l = (Q[0][0] * R1 + Q[O][1] * R2);
m2 = (Q[1][1] *R2 + Q[1][0] * R1);
z1 = G[0][0] * z1 + G[O][1] * 22 + D[O][0] * p1 + D[O][1]
*p2 + Bb[0] xu[0];
z2 = G[1][0] * z1 + G[1][1] * 22 + D[1][0] * p1 + D[1][1]
*p2 + Bb[1] xu[0];
}
void Controller::Evaluation()
{

norm_R = sqrt(R1+*R1 + R2* R2);
norm_m = sqrt(ml*ml + m2 *m2);

corrl = abs(R1)/(norm_R + )
corr2 = abs(R2)/(norm_R + );
corr3 = abs(ml)/(norm_m + );
corr4d = abs(m2)/(norm_m + );
}
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void Plant::RealPlant(double u)
{
pl
p2
}
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