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economic, commercial, cultural, social and governmental activities and interactions in all countries are
cyberspace. Due to the inherent vulnerabilities in cyberspace, the risks of systems are increasing. Therefore, the
s and systems against various types of intrusion has become one of the most important challenges of the present
carch, a model for detecting network intrusion has been reviewed and proposed. The proposed method is a multi-class
e dragonfly algorithm is used for feature selection and the Random forest algorithm is used for classification. For
he CICIDS-2017 unbalanced data set has been used, so the balancing operation has been used. To select the method,
algorithms are tested and the best algorithm is selected. The value of accuracy in the proposed method is 0.9985. In
on, the research results have been compared with several other methods proposed by previous researchers, and this comparison
shows that the proposed method were better than most of the researches presented in the article.

Keywords: Intrusion detection, feature selection, dragonfly algorithm , imbalanced data , CICIDS-2017.
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