O olbs ojled VA sl 5 ke ) ojlads oF ale cad iy JUSew Joslo, alore

oo gy joi ailoluw 3 ooliiw! b aSuis Sudly 4o (g lxial Lausis

oilojlwogs ablewis s pbuww p (S

Jobid T S oS8T ) sl IS gmmiils LS 3sls

n_shakiba@vatanmail.ir — -l 1 - 15 - olo ) dped 00 Con i o8l - FaalS cwdige 0aSiisls -)
akrambeigi@sru.ac.ir - )l - ol - ole ) daged o Can 5 oRiils - FrlS swiige caSlisle -V

Mo (S 5 (Rl @Sl sl pe oS el (udizes 4295 0 90 L SbLS )| 5 SUALI Coial 059> sla il 05 ol todaSr
@iS gl cwl 0ogai laizgo 1) 4l Dlagagd 5 (g kel @ iS S50 5 g IS0 e lign sladilelw sg2g 4 jls Al Sl
Al Sl L8, Jseneed 5 azgi b Dliss Jold (glnial 3 15 )15 9550 SOp0 0 Djge 4l Sl Sl 3V o lmials
odibejlwsgs abslediz g 5 s Al SO (g lual @S jglateay alae cpl jo.cul o) Jb g )Ld) GlagSI L alio yo
Sy bt ol 5laslons JoSCas &)l Jolad paseioe Bud 4 (ouw; 6l ) K0SG L as ol ol sl aloledi> slapinnn cuol ool
Wl o 5 ol g liie s3letin wlels (g )lons ol JSte 4z LSy g0 b g Jole S sl o o 45 955 o0 oolil Lls >
23 oo L s NSL-KDD ools-degoze ;o (golpiin m dilol (59, 00l plowl Judow 9 obj,l om0 335 (559,0) loaSits slo,si L) 055
OO Aot Slp 2lapi sl et i b Geioren (S [ AL Sgny 3l lae slagts; b dalie po 4Ll SIS o g )lriel aaS
o3ls pals 55 laslas ) Jolo o «(s)lomials ansedd €55 Gl Bl p ogdle daJale (gl diedi o y9b & pead (59 e g b Juole Lot

ol 00

ﬁJJL)uL.ﬂ.A sabls ‘A.Lah:..\.:_? LngW ‘55,6.3 RS g‘_g)l;;;.aslj RS dSl Sl :‘5..\.3.15 6&@3"5

Anomaly Detection in Network Traffic using Distributed Self-
Organizing Multi Agent Systems

Niloofar Shakiba, MSc?, Akram Beigi, Assistant Professor 2

1- Computer Engineering, Shahid Rajaee Teacher Training University, Tehran, Iran, Email: n_shakiba@vatanmail.ir
2- Computer Engineering, Shahid Rajaee Teacher Training University, Tehran, Iran, Email: akrambeigi@sru.ac.ir

Abstract: Challenges in the field of information and communication security are of great interest to researchers. The expansion of
network boundaries, the intensification and complexity increase of network security attacks, has amplified the need for intelligent,
automated and real-time systems to detect network anomalies and threats. To detect anomalies, network traffic needs to be monitored
immediately. The anomaly involves significant and unusual changes in network traffic behavior compared to its normal behavior
patterns. In this paper, in order to detect anomalies, a system based on self-organizing multi agent systems is presented. Multi agent
systems are made up of agents that interact with each other to achieve a specific goal. These systems are used to solve problems that
are difficult for a single agent to solve or integrate. The proposed system architecture is scalable and can adapt to changes in today's
networks. The evaluation and analysis of the proposed system in the NSL-KDD dataset shows that the rate of anomalies detection has
improved compared to the recently proposed methods. Also, by proposing an algorithm to optimize the agents’ choices and another
one for intelligent agents’ decision weighting, the rate of anomaly detection is increased and the time of event analysis is reduced.

Keywords: Network security, Anomaly detection, Intrusion detection, Multi agent systems, Saleable systems.
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Algorithm: Self-selected group Algorithm

Inputs
Rglobal = {Riocal, ..., Riocal} //a set of local reports
Riocal = {€iq, ts, gig, (f, V), p}

Oeq G /lagents whose conditions are
satisfied and requested Rgiobal

Osel € G Ilselected agents to receive Rgiopal

a€e(0,1) //a threshold for marking event as

malicious
NUMmalicious = 0
NUMinnocouoc = 0

1: Procedure: Agent Selection
2: For g € greq do
3: Return threeHighest ((9,0score) € Qreq) as Jse

4: Procedure: Final decision
5: For Riocat in Rgiobal do

6: ifp> athen //the event is malicious in
local report

7: NUMmalicious ++

8: else

9: NuMinnocouoc ++

10: if Nummalicious = NUMinnocouoc ~ then

11: Return <eiq, decision =malicious>

12: else

13: Return <eid, decision =innocuous>

14: For agent in gse do

15: If decision =malicious:

16: Osore = Jsore +P

17: update(profile)

18: else

19: Osore = Gsore +(1-p)

20: update(profile)
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Algorithm: Baseline Algorithm
Inputs
Rglobal /l'a global report
Riocal = {€id, ts, gia, (f, V), p}
Op /Iparticipant agents
a € (0,1) //athreshold for marking event as malicious
NuMmalicious = 0
NuMinnocouoc = 0

1: Procedure: Final decision

2: For Rglobal = {Rlocal, ceey Rlocal} do
3: For Riocal = {€id, S, Qid, (f, V), p} € Rglobal dO
4: if p> athen //the event is malicious

in local report

5 NuMmalicious ++

6: else

7: NuMinnocouoc ++

8: if Nummalicious = NUMinnocouoc ~ then

9: Return <eig, decision =malicious>
10: else

11: Return <eig, decision =innocuous>
12: For agent in Gpdo

13: If decision =malicious:

14: Osore = Jsore T

15: update(profile)

16: else

17: Gsore = gsore +(1-p)

18: update(profile)
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Algorithm: Smart Series-weighting algorithm
Inputs
Rglobal /la global report
a€(0,1) /la threshold for marking event as
malicious
w=1 [linitial weight

NUMmaicious = 0
NuMinnocouoc = 0
Domain =0 //domain of agent
1: Procedure: Final decision
2: For Rglobal = {Rlocal, ceey Rlocal} do
3: For Riocal = <eid, ts, gid, (f, V), p) € Rglobal dO
4: if p> athen //the event is malicious in
local eport

5: if gid. domain == Domain then
6: NUMmalicious + W

7. W =w+1

8: Domain = gid. domain

9: else

10: NuMmalicioust++

11: W=1 [lthe series is broken
12: Domain = gig. domain

13: else //the event is innocuous in local reports
14: w=1 /lthe series is broken
15: Domain =0

16: NuMinnocouoc ++

17: if Nummalicious = NUMinnocouoc ~ then

18: Return <eiq, decision =malicious>

19: else

20: Return <eiq, decision =innocuous>
21: For agent in gse do

22: If decision =malicious:

23: Osore = Jsore +Pp

24: update(profile)

25: else

26: Gsore = Gsore +(1-p)

27: update(profile)
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