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Reversible Data Hiding in Encrypted Images using
Chessboard Predictor
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Abstract: This paper presents a novel method in reversible data hiding in encrypted image. In the proposed method, after image
encryption by image owner, data hider vacates room to embed data without having any knowledge of original content. It realizes
employing most significant bit (MSB) of pixels in the encrypted image. These MSBs are integrated and data bits are embedded in the
integrated ones. The integration provides more strength for lossless reconstruction of the original image at the recipient. Therefore,
employing the integration and a proper predictor such as chessboard predictor, original image can be losslessly reconstructed at the
recipient. Also, in the proposed scheme, error-free extraction of data is done under any circumstances. Proposed algorithm realizes
lossless reconstruction of the original image even without having data hider key. Experimental results confirm that the proposed
algorithm outperforms state of the art ones.

Keywords: MSB, reversible data hiding, chessboard predictor, integration, encrypted image.
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