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Abstract: Deep packet inspection is an unavoidable task to prevent the web-based attacks. HTTPS traffic constitutes a significant
percentage of web traffic. In order to perform the deep packet inspection on HTTPS traffic, searchable encryption is used. Using
searchable encryption, there is no need to decrypt the packet contents; hence the privacy is preserved. Besides, a significant percentage
of HTTPS traffic is compressed before reaching the SSL layer. Compression consists of two stages: LZ77 compression and Huffman
encoding. For compressed traffic, required tokens for performing searchable encryption are not accessible and the full decompression
should be applied to access the tokens. In this case, token extraction is done by parsing a nondeterministic finite automata (NFA) on
the decompressed contents. The goal of this paper is to decrease the time complexity of NFA parsing process. In the proposed method,
instead of full decompression of the compressed traffic, at first Huffman decoding is applied on the packets to access the LZ77
compressed content. Then, the LZ77 pointers can be used to recognize the repeated substrings and to skip the NFA parsing process.
Hence, the token extraction process is accelerated. The evaluations show that the proposed method decreases 65% of time of
compressed HTTPS token extraction by skipping the 44% of characters.

Keyword: Deep packet inspection, Compressed HTTPS, Searchable encryption, LZ77, Nondeterministic finite automata.
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10 Attributes ! Deep Packet Inspection(DPI)
1 Deterministic Finite Automata 2 Regular Expression
2 cache 3 Secure Socket Layer(SSL)
3 Internet Assigned Numbers Authority 4 Transport Layer Security (TLS)
4 Parental filtering 5 Huffman
> exfiltration ¢ http compression
¢ Intrusion detection system(IDS) 7 Searchable Encryption
7 Secure computation & Tokens
¢ Encrypted Filter ° Nondeterministic Finite Automata
Tabriz Journal of Electrical Engineering, vol. 50, no. 3, autumn 202 Serial no. 93


http://www.alexa.com/
https://zlib.net/
http://iana.org/

