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Hiding the Sensitive Itemsets through the Ordered Sensitive
Transactions Deletion via Multi-Objective Genetic Algorithms
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Abstract: Association rules are used to find hidden relationships and dependencies among different itemsets in the database that is
extracted in the form of the rule, but the problem with this approach is the discovery of sensitive information and the treatment of
information privacy. The sanitization process data is considered as a NPHard problem. In this article, we try to reduce support the
sensitive itemsets in the transactional database using multi-objective genetic algorithms and the support-based approach. The proposed
approach with the transaction deletion that includes sensitive itemsets leads to less support sensitive itemsets than the minimum support
threshold and leads to the database sanitization. In each iteration of our method leads to increase the speed and reduce the performance
criteria by one time of the scanning of the sensitive transaction instead of scanning the entire database of transactions. In addition, to
reduce the effects of hiding the sensitive itemsets, the transactions sort based on the shortest length, the most sensitive itemsets and the
least non-sensitive itemsets.

Keywords: Association rules, hiding the sensitive itemsets, multi-objective genetic algorithm.
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« INPUT: A lower support threshold SI, an upper support
threshold Su, a set of pre-stored large and pre-large itemsets in
the original database D consisting of (d — ¢) records, and a set of
deleted records T consisting of t records.

*« OUTPUT: A set of final association rules for the updated
database U.

Step 1: Calculate the safety bound of deleted records, f,
according to
Theorem 1 as follows:

f SL(Su—SI)de

Su

Step 2: Set k =1, where k records the number of items currently
being processed.

Step 3: Find all the k-itemsets R% with their counts from T that
exists in the pre-stored large k-itemsets L2 or in the pre-large k-
itemsets P2 of D.

Step 4: For each itemset | existing in L% , do the following
substeps (for managing Cases 1 to 3):

Substep 4-1: If | exists in R% , hen set the new count SU(I) =
SD(I)— ST(I); otherwise, set SU(I) = SD(I).

Substep 4-2: 1f SUI)/(d — ¢ — t) > Su, assign I as a large itemset,
set SD(I) = SU(I) and keep | with SD(I); otherwise, if SU(I)/(d -
¢ —t) > Sl, assign I as a pre-large itemset, set SD(I)=SU(I) and
keep I with SD(I); otherwise, neglect I.

Step 5: For | existing in P2 , do the following substeps (for
managing Cases 4 to 6):

Substep 5-1: If I exists in R} , then set the new count SU(l) =
SD(I)— ST(I); otherwise, set SU(I) = SD(I).

Substep 5-2: If SUI)/(d — ¢ — t) > Su, assign I as a large itemset,
set SD(I) = SU(I) and keep I with SD(I); otherwise, if SU(I)/(d —
¢ —t) >Sl, assign I as a pre-large itemset, set SD(I) = SU(I) and
keep I with SD(I); otherwise, neglect I.

Step 6: If (t + ¢) < f, then do nothing; otherwise, rescan D to
determine large or pre-large itemsets (for managing Cases 7 to
9).

Step 7: Generate candidate (k + 1)-itemsets Ck+1 from (LY U
PY) in a way similar to that in the apriori algorithm (Agrawal &
Srikant, 1994).

Step 8: Setk=k + 1.

Step 9: Set L2=L2 N C, and P2= PP NCy .

Step 10: Repeat STEPs 3 to 9 until no new large or pre-large
itemsets are found.

Eamas polic sboul g aid jcuns)l yolie als assl Lol ouls
Al galS az e slapi oSl 5l il den jo Cal dtilgs

BMSWebview-1(m=300, FIS=5%)

0.08
0.07 -
0.06 -
2 0.05 -
k=
‘€ 0.04 + HsGA2DT
Z 003 - pGA2DT
0.02 opMOGA2DT
0.01 -
o
V8 1,00 \, 7 V70
Minimum Support Threshold(%)
LS pas 3521 S
& 325 A -7

Ol slaKiwly o gl bl ghatal ly (ool aclgs
cladl cely a5 s S ool oL o At olic dcgeze
Sl 5 adasaiz S el yesl T b dlie ol eoleiiny
Sty mals cel s wlas olie Jols a5 Sl pasTs
ol ol 45 09 ce ity ailiw] JBlas 5l a8 4 elas polic
LSS 2 )3 olering by, 00,5 (e 0300 oGl (ileirn] i ge
sl pS1s I g sl pobes Gl 2815 Glag bSo LS
20,5 o Lzl Glanie ol 5 ceyun (ioliEl cely wols oKL
ool 2l a8 (siluglen 5l (BU B)lse GRS (6l rizeen
ol pf paie (nyieS g el paie e b sk 0
a5 cl ol 0 IYAD oo b pols 15 Sglis gt oo (6 jluocs o
eS|y @b aiz gex &5 (S w8l b ilupleny (VAL 5o
Foslitul byl s y0 &S Jige ;0 Sgder plawl WS oo
oty gl & ST Bl g damair LSS glagzy,sS)
Silookis Joe Sl ulu 28 jate (e8> aie
355 o0 plol ol olis
ools ol 55y 2 ez el b esliian iyl
asgorme &3looleiy sl 28,5 3 s, 590 BMSWebView-1
Foome S5 wssl Sl ez e Slapi,sNl o el yolis
e L1 b wiz ( Sassly Al awloee (gl a5 sl oalsoslai!
S5 Lag3) o5 55y WS o0 4ieS |; oz Jool> 5 03505 ez
295 (nl 30 ol sl g 0nlil ol aselss aeS wls
03305 by | Gind gl cabamaiz Lol slopiy s8I (655,54 L
MLT ‘_g‘).) e loals w L.;"b)‘]’ (':“9" LS.QLQJ QLA)[Q.Q 9
b elepiasly ol 51 86 ol s logky & by sl
ool polie ) Glaitty oyt b olo iS5 b g Jsb (o e

Tabriz Journal of Electrical Engineering, vol. 48, no. 2, summer 2018

Serial no. 84



ol ol asgeme giluglen

VWAV liasli o ooy JFA sl o015 o851 Gy soskigen Al JASE

ol)‘T &zl ¢ gualS  suwiige 00SLESNS ¢ grnalS ¢ gunalS i

AYAY bl caz oDl

St hgy So @8 Sloje Gz dw e gold) sl [17] [vv]

gl gl 00ls 5o b (ol (il (5l e g aldly

5 G cSilere (Oles (pudipe $y97me Arwgi (5l Gl

AYAY (oS oBasls (5,5 o))l Sl

[18] P. Cheng, J. F. Roddick, S.-C. Chu, and C.-W. Lin, "Privacy
preservation through a greedy, distortion-based rule-hiding
method," Applied Intelligence, vol. 44, no. 2, pp. 295-306, 2016.

[19] N.H. Domadiya and U. P. Rao, "A Hybrid Technique for Hiding
Sensitive Association Rules and Maintaining Database Quality,"
In: Proceedings of First International Conference on Information
and Communication Technology for Intelligent Systems: Vol. 2,
pp. 359-367, 2016.

[20] X. Sun and P. S. Yu, "A border-based approach for hiding
sensitive frequent itemsets,” In: Proceedings of Fifth IEEE
International Conference on Data Mining (ICDM), p. 8, 2005.

[21] G. V. Moustakides and V. S. Verykios, "A MaxMin approach for
hiding frequent itemsets," Data & Knowledge Engineering, vol.
65, no. 1, pp. 75-89, 2008.

[22] S. Menon, S. Sarkar, and S. Mukherjee, "Maximizing accuracy of
shared databases when concealing sensitive patterns,” Information
Systems Research, vol. 16, no. 3, pp. 256-270, 2005.

[23] A. Gkoulalas-Divanis and V. S. Verykios, "Exact knowledge
hiding through database extension,” IEEE Transactions on
Knowledge and Data Engineering, vol. 21, no. 5, pp. 699-713,
2009.

[24] M. N. Dehkordi, K. Badie, and A. K. Zadeh, "A novel method for
privacy preserving in association rule mining based on genetic
algorithms," Journal of software, vol. 4, no. 6, pp. 555-562, 2009.

[25] C.-w. Lin, T.-P. Hong, K.-T. Yang, and S.-L. Wang, "The GA-
based algorithms for optimizing hiding sensitive itemsets through
transaction deletion," Applied Intelligence, vol. 42, no. 2, pp. 210-
230, 2015.

[26] C.-w. Lin, B. Zhang, K.-T. Yang, and T.-P. Hong, "Efficiently
hiding sensitive itemsets with transaction deletion based on
genetic algorithms," The Scientific World Journal, vol. 2014,
2014.

[27] P. Cheng, J.-S. Pan, and C.-W. L. Harbin, "Use EMO to protect
sensitive knowledge in association rule mining by removing
items," In: Proceedings of IEEE Congress on Evolutionary
Computation (CEC), pp. 1108-1115, 2014.

e 5y dige By, 41,1 (60,583 (5,00 taste «(§,lgmpd olis s (YA
wbobl oS5 pRyell p (e eles jolie dsgerme 05
AYAY obliass codlul olT olKidls )l gwlids IS

[29] M. H. Afshari, M. N. Dehkordi, and M. Akbari, "Association rule
hiding using cuckoo optimization algorithm," Expert Systems
with Applications, vol. 64, pp. 340-351, 2016.

[30] J.C.-W. Lin, Q. Liu, P. Fournier-Viger, T.-P. Hong, M. Voznak,
and J. Zhan, "A sanitization approach for hiding sensitive itemsets
based on particle swarm optimization," Engineering Applications
of Artificial Intelligence, vol. 53, pp. 1-18, 2016.

[31] P. Cheng, I. Lee, C.-W. Lin, and J.-S. Pan, "Association rule
hiding based on evolutionary multi-objective optimization,"
Intelligent Data Analysis, vol. 20, no. 3, pp. 495-514, 2016.

[32] C.-w.Lin, T.-P. Hong, C.-C. Chang, and S.-L. Wang, "A greedy-
based approach for hiding sensitive itemsets by transaction
insertion," Journal of Information Hiding and Multimedia Signal
Processing, vol. 4, no. 4, pp. 201-227, 2013.

[33] T.-P. Hong and C.-Y. Wang, "Maintenance of association rules
using pre-large itemsets," Intelligent databases: technologies and
applications, pp. 44-60, 2007.

[34] T.-P.Hong, C.-Y. Wang, and Y.-H. Tao, "A new incremental data
mining algorithm using pre-large itemsets,” Intelligent Data
Analysis, vol. 5, no. 2, pp. 111-129, 2001.

[35] J. E. Beasley and P. C. Chu, "A genetic algorithm for the set
covering problem," European journal of operational research, vol.
94, no. 2, pp. 392-404, 1996.

Step 11: Derive the association rules from the final large itemsets
for U.

Step 12: If (t + ¢) > f, thenset d =d — ¢ — t and set ¢ = 0;
otherwise, setc=c +t.

After Step 12, the final association rules for the updated database
can then be found.
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! Privacy preserving in data mining

2 Heuristic approach

3 Exact approach

4 Border-Base Approach

5 Lattice-like graph

¢ Decrease support of right hand side item of rule clusters

7 Advanced decrease support of right hand side item of rule clusters
8 Remove and reinsert L.H.S of rule

? Simple genetic algorithm to delete transaction

10 Pre-large genetic algorithm to delete transaction

! Compact genetic algorithm

12 Compact pre-large genetic algorithm to delete transaction

13 Evolutionary Multi Objective

14 Cuckoo optimization algorithm for the sensitive association rules

hiding

15 particle swarm optimization to delete transaction

16 evolutionary multi-objective optimization- rule hiding
17 Frequent item

18] arge itemsets

1 Dataset pre-sanitization process
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