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' See: Whiting, A., & Williams, D. (2013). Why people use social media: a uses and

gratifications approach. Qualitative market research: an international journal, 16(4),

pP362-369.

' Digital platform.

" Mathur, A., Acar, G., Friedman, M. J., Lucherini, E., Mayer, J., Chetty, M., &

Narayanan, A. (2019). Dark patterns at scale: Findings from a crawl of 1 1K shopping

websites. Proceedings of the ACM on human-computer interaction, 3(CSCW), p 2.
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Dovetail Calls for ‘Design Empowerment’ as New Research Reveals Online

Consumers Are Still Falling Victim to Dark Patterns, available at

https://dovetail.com/product-development/new-research-finds-online-consumers are-

falling-victim-to-dark-patterns/ accessed at 7 July 2024.

® See: https://alistapart.com/article/dark-patterns-deception-vs.-honesty-in-ui-design/

accessed at 7 July 2024.

" Dark Patterns.
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Brignull, Harry, (2021), Bringing Dark Patterns to Light ,Federal Trade

Commission’s Dark Patterns workshop, available at :
https://harrybr.medium.com/bringing-dark-patterns-to-light-d86124224ebf ,accessed
at 7 July 2024.

* Ibid.
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* Luguri, J., & Strahilevitz, L. J. (2021). Shining a light on dark patterns. Journal of
Legal Analysis, 13(1), p43.

' Willis, L. E. (2020). Deception by design. Harv. JL & Tech., 34 (115), p116.

" Decisional privacy.

'Y Day, G., & Stemler, A. (2020). Are dark patterns anticompetitive?. Ala. L. Rev.,
72(1), p4.

" lbid.

" Lewis, C. (2014). Irresistible Apps: Motivational design patterns for apps, games,
and web-based communities. Apress. p103.
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'* Digital nudges

" See: Ozdemir, S. (2020). Digital nudges and dark patterns: The angels and the
archfiends of digital communication. Digital Scholarship in the Humanities, 35(2),
pS.

" Dark Patterns — When a nudge becomes a shove, (2023), available at:
https://blog.cds.co.uk/dark-patterns-when-a-nudge-becomes-a-shove accessed at 7
July 2024.
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" Watson, Stephanie, (2024), Dopamine can provide an intense feeling of reward,
Harvard Health Publishing, available at: https://www.health.harvard.edu/mind-and-
mood/dopamine-the-pathway-to-pleasure , accessed at 7 July 2024.

" Ibid.
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Brynjolfsson, E., & Oh, J. (2012). The attention economy: Measuring the value of free
digital services on the internet., available at: http://pinguet.free.fr/brynjoo.pdf
accessed at 7 July 2024.
™ Like.
" Mouchabac, S., Maatoug, R., Conejero, 1., Adrien, V., Bonnot, O., Millet, B., ... &
Bourla, A. (2021). In search of digital dopamine: How apps can motivate depressed
patients, a review and conceptual analysis. Brain Sciences, 11(11), p4.
" See: Shieber, J. (2017). Meet the tech company that wants to make you even more
addicted to your phone, available at: https://techcrunch.com/2017/09/08/meet-the-
tech-company-that-wants-to-make-you-even-more-addicted-to-your-phone/ accessed
at 7 July 2024.
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" Confirmshaming.

*® See: https://www.iodigital.com/en/history/raak/confirm-shaming-the-dark-side-of-
copywriting accessed at 7 July 2024.

* Friend spam.
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" Perkins v. LinkedIn Corp., 53 F. Supp. 3d 1222 (N.D. Cal. 2014). Auvailable at:
https://scholar.google.com/scholar_case?case=6759722883211889332&q=Perkins+
v.+LinkedIn+i&hl=en&as_sdt=2006&as_vis=1, accessed at 7 July 2024.

" Fraley v. Facebook, Inc., 830 F.Supp.2d 785 (N.D.Cal.2011)

" Perkins v. LinkedIn Corp., section 1210.

" Perkins v. LinkedIn Corp., section 1211.

™ Privacy zuckering.
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" Shaping choices in the digital world IP reports innovation and foresight n°06 from
dark patterns to data protection: The influence of UX/UI design on user
empowerment (2019), pl19. available at: https:/www.cnil.fr/sites/cnil/files/2023-



https://scholar.google.com/scholar_case?case=6759722883211889332&q=Perkins+v.+LinkedIn+i&hl=en&as_sdt=2006&as_vis=1
https://scholar.google.com/scholar_case?case=6759722883211889332&q=Perkins+v.+LinkedIn+i&hl=en&as_sdt=2006&as_vis=1
https://www.cnil.fr/sites/cnil/files/2023-06/cnil_ip_report_06_shaping_choices_in_the_digital_world.pdf

P le ol sl g) gy 9 anjS (8L )3 (5)lgds dlojl ()lgds b dllac] al> o
oolitlegus yr tise <y ol 3] ol S i > Tely 65,8 b gl
$0 )lpB0 b s Pogrge pog il @ hlod slhs alex Sl sl (315 slallas Sl b
2 zae blasl cle & oS pl g o Cgute pine Colisy 11 g Cunl oids lael cols,
Joleyto ol S35 BN L (lia)Sgund €50 )3 (pogad > slocanlin jogad
T35 o B 0)ldl 3)90 =S o ST Sl o g8

T g 38 dnsl Y

gl 5l (Se b poml gaw il s 5l &S eadEds YL alie (YIS L))
0198 31 ol 53 35 Jliomd (gL 3 pladl el diz po el (038 Sk o ) o8
S 6l plyis 4 g ol s Jle ogud cl Jlioms (sLad )3 (S fuwledd ggiee
Candle igns gic 4 g sa 56 s ] 1ab 3y90 45 )15 Aol b lplS b
L ol Sae o) sl dmivo Sy gt @ e b cdlle plgis 4 Jgane jobo 4 s
dmiio 4 )8 cggige b cdlle pMel b domio (yad diten b & osd 5l 4b S Ol

06/cnil_ip_report 06_shaping_choices_in_the digital world.pdf accessed at 7 July
2024.

™ Kelly, D., & Burkell, J. (2023). Documenting privacy dark patterns: How social
networking sites influence users’ privacy choices, p3.

™ lbid, p2.

" Brad Bartlett, (2023), Privacy Zuckering: What is it and Can We Protect Against
It?, available at: https://kidslox.com/quide-to/privacy-zuckering/ accessed at 7 July
2024
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https://www.cnil.fr/sites/cnil/files/2023-06/cnil_ip_report_06_shaping_choices_in_the_digital_world.pdf
https://kidslox.com/guide-to/privacy-zuckering/
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" Pfeifer, A., (2019), Dark UX: Bait and Switch. Available at:
https://usertimes.io/2019/02/01/bait-and-switch/ ,accessed at 7 July 2024.

™ Gray, C. M., Santos, C., & Bielova, N. (2023). Towards a preliminary ontology of
dark patterns knowledge. In Extended abstracts of the 2023 CHI conference on human
factors in computing system, p1.

™ 2022. Regulation (EU) 2022/2065 of the European Parliament and of the Council
of 19 October 2022 on a Single Market For Digital Services and amending Directive
2000/31/EC (Digital Services Act). Ofcial Journal of the European Union 65, L277
(Oct. 2022). Available at: https://eur-lex.europa.eu/eli/reg/2022/2065/0j see para67.
accessed at 7 July 2024.

" Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14
September 2022 on contestable and fair markets in the digital sector and amending
Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (Text with

EEA relevance). https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=COM%3A2022%3A68%3AFIN :see para 37. accessed at 7
July 2024.

" Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL on harmonized rules on fair access to and use of data (Data Act)
available at: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=COM%3A2022%3 A68%3 AFIN, p34. accessed at 7 July 2024.
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" Nouwens, M., Liccardi, I., Veale, M., Karger, D., & Kagal, L. (2020). Dark patterns
after the GDPR: Scraping consent pop-ups and demonstrating their influence. In

10



03> &y bgyye lysie 3,k baes al)o,8 b Jlowd wlead 58 cuguai jl yin
Sl glodgy selsd o Todls 5l Coles eges @liie (Sl oS Brae I coles
iy syl 4ol 13 i ol 18158 iate il it b b (Sl (55)
20,5 oo

0313 3l Culos g0 Oy 80 V-)-Y

leMbl jogas 0 b LSS Gili8l a4 Fwl jd @il jl coles eges Gljyie pgl
Gan b el Ial 4 YoVA (o YO 3 oS 068 opl el Jliswd (clad jo ol 3l oguas
2> )1 cdadle ‘l"ﬁ)‘ ).wl)m B ool PFR> > L by).o uubﬁ u.))f NN
Conmd o ool (o33 3,509y i (yizmod 9 Lg)l 43l (g e (slavodls (poguas-
Fewl oads pods odly pogad a4

Proceedings of the 2020 CHI conference on human factors in computing systems, p1-

2.

" Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive

95/46/EC (General Data Protection Regulation) (Text with EEA relevance) available

at: https://eur-lex.europa.eu/eli/reg/2016/679/0j, accessed at 7 July 2024.

"7 Directive 2005/29/EC of the European Parliament and of the Council of 11 May
2005 concerning unfair business-to-consumer commercial practices in the internal

market and amending Council Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC
and 2002/65/EC of the European Parliament and of the Council and Regulation (EC)

No 2006/2004 of the European Parliament and of the Council (‘Unfair Commercial
Practices Directive’) (Text with EEA relevance) available at: https://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A320051.0029, accessed at 7 July
2024.

™ Gaulton, M., Kelly, D., & Burkell, J. (2024). Approaches to Regulating Privacy
Dark Patterns, p13.
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" Article (11): «consent’ of the data subject means any freely given, specific,
informed and unambiguous indication of the data subject's wishes by which he or she,
by a statement or by a clear affirmative action, signifies agreement to the processing
of personal data relating to him or hery.

™ Gaulton, M., Kelly, D., & Burkell, J., op. cit.

®* General Data Protection Regulation, op. cit., para 32.

Y Ibid.

" Article (82(1)): «Any person who has suffered material or non-material damage as
a result of an infringement of this Regulation shall have the right to receive
compensation from the controller or processor for the damage suffered.»
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®% Article 83- General conditions for imposing administrative fines:« Each supervisory
authority shall ensure that the imposition of administrative fines pursuant to this
Article in respect of infringements of this Regulation referred to in paragraphs 4, 5
and 6 shall in each individual case be effective, proportionate and dissuasive.»

® Brenncke, M. (2024). Regulating dark patterns. Notre Dame J. Int'l Comp. L., 14,
39. p8.

*® business-to-consumer (B2C) relationships.
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°” General Data Protection Regulation, op. cit., Article 5.

*Akhurst, T., Zurdo, L., Rapparini, R., & Mautner Markhof, C., (2023). How should
the European Union regulate dark patterns?, Comparative Approach to Big Tech
Regulation. p7. Available at: https://www.sciencespo.fr/public/chaire-numerique/wp-
content/uploads/2023/09/Dark-Patterns.pdf , accessed at 7 July 2024.

®* Article 13 -Penalties, unfair Commercial Practices Directive:« Member States shall
lay down penalties for infringements of national provisions adopted in application of
this Directive and shall take all necessary measures to ensure that these are enforced.
These penalties must be effective, proportionate and dissuasive.»
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*% transactional decision.

- Akhurst, T., Zurdo, L., Rapparini, R., & Mautner Markhof, C., lbid., p7.

™ Commission Notice — Guidance on the interpretation and application of Directive
2005/29/EC of the European Parliament and of the Council concerning unfair
business-to-consumer commercial practices in the internal market (Text with EEA
relevance) , Available at: https://eur-lex.europa.eu/legal-
content/ EN/TXT/?uri=CELEX%3A52021XC1229%2805%29 , accessed at 7 July
2024.

" Ibid, Sec 4.2.7.
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" bid.

" bid.

* Brenncke, Ibid., p7.

"" Digital Services Act, op. cit., para 67.
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V Article 52(3), Penalties - the Digital Services Act (DSA): «Member States shall
ensure that the maximum amount of fines that may be imposed for a failure to comply
with an obligation laid down in this Regulation shall be 6 % of the annual worldwide
turnover of the provider of intermediary services concerned in the preceding financial
year...».

*A Business users.

"% Preamble 2 of Digital Services Act (DSA).

¥ See:https://www.ftc.gov/legal-library/browse/statutes/federal-trade-commission-
act , accessed at 7 July 2024.
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" Federal Trade Commission Act Section 5: Unfair or Deceptive Acts or Practices,

pl, available at:
https://www.federalreserve.gov/boarddocs/supmanual/cch/200806/ftca.pdf ,
accessed at 7 July 2024.

" 1bid.

" Emotional impact and other more subjective types of harm.

V" Federal Trade Commission Act Section 5: Unfair or Deceptive Acts or Practices,
appendix, pS.

¥* Bringing Dark Patterns to Light, FTC workshop report, (2022), pl. Available at:
https://www.ftc.gov/system/files/ftc_gov/pdf/P214800%20Dark%20Patterns%20Re
port%209.14.2022%20-%20FINAL.pdf , accessed at 8 August 2024.

Y7 1bid, p2.
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" FTC Takes Action Against Amazon for Enrolling Consumers in Amazon Prime
Without  Consent and  Sabotaging  Their  Attempts to  Cancel.
2023 .https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-takes-
action-against-amazon-enrolling-consumers-amazon-prime-without-consent-
sabotaging-their , accessed at 7 July 2024.

¥* FTC Announces Enforcement Action Against Publishers Clearing House for Use of
Dark Patterns and CAN-SPAM Violations, 2023, https://www.ftc.gov/news-
events/news/press-releases/2023/06/ftc-takes-action-against-publishers-clearing-
house-misleading-consumers-about-sweepstakes-entries , accessed at 7 July 2024.
““The California Privacy Rights Act (CPRA). Available at: https://thecpra.org/ ,
accessed at 8 August 2024.

* Ibid, Section 14 (k(1)).

M 1bid, Section 14 (h).

* Ibid, Section 21, (20(C)).
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MCalifornia Code, Civil Code - CIV § 1798.199.90(a):«Any business, service
provider, contractor, or other person that violates this title shall be subject to an
injunction and liable for a civil penalty of not more than two thousand five hundred
dollars ($2,500) for each violation or seven thousand five hunded dollars ($7,500)
for each intentional violation and each violation involving the personal information
of minor consumers, as adjusted pursuant to paragraph...».
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A Comparative Study of the Prohibition of Dark Patterns in
the Digital Space in Consumer Law and Competition Law in
Iran, the European Union, and the United States of America

Abstract

Deceptive design in the digital space denotes a form of user interface design
through which users are steered toward making decisions that do not
necessarily correspond with their true intentions and may, in certain
instances, result in detriment to their interests. Owing to the concealed and
intricate nature of such design practices, these actions are frequently not
regarded as constituting an explicit breach of existing legal provisions and,
consequently, may fail to be legally classified as unlawful conduct or as
violations of consumer protection law or competition law.

With the expansion of academic inquiry and the increasing identification of
concrete manifestations of this phenomenon—particularly since 2010—the
concept of deceptive design has become embedded in scholarly discourse
across disciplines such as computer science, psychology, and law.
Concurrently, legislators in certain jurisdictions have undertaken measures
aimed at the recognition and prohibition of such practices, especially within
the regulatory frameworks of competition law and consumer protection law.
Employing an analytical-descriptive methodology and a comparative
approach grounded in library-based research, the present study examines the
relevant legal regimes under European Union law and United States law and
addresses the question of whether the prohibition of such practices can be
discerned within the existing consumer protection and competition law
framework of Iran. The findings of the study demonstrate that,
notwithstanding the substantial impact of this phenomenon on consumer
rights and competitive conditions, the current legal framework in Iran lacks
the requisite adequacy to effectively confront it. Accordingly, the formulation
and adoption of comprehensive, transparent, and technologically informed
regulatory measures, accompanied by proportionate, effective, and deterrent
enforcement mechanisms, are deemed necessary.
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