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Abstract

With the emergence of Sixth Generation (6G) networks, there is an increasing need for wireless communications to securely and efficiently transmit
high-capacity data. Reconfigurable Intelligent Surfaces (RIS) have been introduced as a highly potential technology for enhancing the security of
Device-to-Device (D2D) heterogeneous communication networks. In this paper, the Sum Secrecy Rate (SSR) of a heterogeneous D2D network assisted
by RIS is studied. Different from previous research in this area, multiple pairs of D2D with the use of RIS in the presence of multiple eavesdroppers
are considered, leading to a non-convex optimization problem of maximizing the SSR. To solve this problem, it is divided into two sub-problems of
power allocation and phase optimization of RIS, and by combining these sub-problems, a suboptimal value for the SSR is obtained. The results show
that the combination of power allocation and phase optimization algorithms improves by 32.12% and 8.08% respectively, compared to the cases in
which each is used alone. It is also observed that increasing the number of RIS elements and quantization bits improves SSR. Meanwhile, the impact
of increasing the number of D2D pairs on the SSR of the system is influenced by the increase in the number of RIS elements.

Keywords
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generation (6G) communications.

1-  Short Paper (4-5 lines)

The evolution of wireless networks, like 5G, has aimed to meet user data demands, but security challenges persist. 6G envisions a diverse network, is
prompting interest in Physical Layer Security (PLS) and Device-to-Device (D2D) communication for efficiency. Reconfigurable Intelligent Surfaces
(RIS) emerge as a 6G technology, which offer efficient signal manipulation. Existing literature explores RIS's potential, but few studies address its
combined role in D2D security. This study seeks to bridge this gap, investigating RIS-enhanced security in a heterogeneous network with D2D pairs
and eavesdroppers.

2-  Proposed Work and Methodology (including comprision, simulation/experimental results and discusion)

This article addresses the attainment of the sum secrecy rate deemed suitable for the system. This objective involves formulating a non-convex problem,
the analysis of which entails iterating through two sub-problems: power allocation and phase change optimization. The results are presented as the sum
secrecy rate of the system, correlating with the number of RIS elements as well as the quantity of quantization bits. This approach discriminates the
individual impacts of each sub-problem, juxtaposing them with the results of a combined algorithm resulting from their combination.

Enhancing the number of RIS elements and quantization bits leads to an augmentation in the sum secrecy rate. However, it is worth noting that the
influence of increasing the number of Device-to-Device (D2D) pairs on the system's secrecy rate is contingent upon the increment in RIS elements.

It is noticeable that maintaining constant parameters while increasing the number of eavesdroppers yields a decrease in the secrecy rate. This decrement
necessitates mitigation, which can be achieved by employing a greater number of elements within the RIS.

3-  Conclusion (4-5 lines)

This article introduces a new approach using Reconfigurable Intelligent Surfaces (RIS) to analyze the security of a heterogeneous network with multiple
D2D pairs and a cellular user. The study examines system security based on the number of RIS elements, D2D pairs, and quantization bits, showing
that more RIS elements lead to a better secrecy. The results show that the combination of power allocation and phase optimization algorithms improves
by 32.12% and 8.08% respectively compared to when each is used alone. Increasing RIS elements enhances security when combined with more D2D
pairs and increased quantization bits. Using a 360-degree coverage STAR-RIS instead of a RIS improves results, and future work could include mobile
D2D pairs and active eavesdroppers for a more comprehensive system understanding.
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