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Short Abstract

Today, with the implementation of the new generation of communication networks, we are witnessing a huge evolution in the development of the
Internet of Things (IoT) and the emergence of new programs in this context. The limitation in the computing power and energy of the devices connected
to this platform creates a challenge and lack of support for these devices to run programs with high computation load and low delay. Computation
offloading in the cloud and edge network has been introduced as a suitable approach to deal with these limitations. Using the capacity of devices with
appropriate power in the vicinity of [oT devices as an offloading destination prevents the exchange of a huge amount of data in the network core. The
use of these devices requires maintaining the privacy and security of the offloaded workload so that the sensitive and confidential information of IoT
users is not compromised during the computation offloading process. For this purpose, blockchain is used. Blockchain technology has unique features
such as transparency, immutability and decentralization, securing and automating applications, which makes it a suitable option for securing the transfer
and storage of data generated in the IoT platform. The use of blockchain in computation offloading faces limitations such as managing a large number
of requests due to the expensive design of consensus methods. In addition, by analyzing the transactions and traffic, the influential groups can obtain
the identity of the owners of the offloaded workloads and their sensitive content and violate the privacy. In order to solve these challenges, this article
takes a step forward by presenting a scalable and anonymous computation offloading method in blockchain. The proposed approach changes the
blockchain architecture using Merkel chain as a Directed Acyclic Graph and optimizes the consensus method to solve the challenges of scalability. As
well, the proposed appraoch uses the zero-knowledge proof to improve privacy and anonymity.
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1-  Short Introduction

In today's world, blockchain technology has garnered attention from academic and industrial communities following its remarkable successes in the
realm of digital currencies. With the growing public interest in harnessing the potential of blockchain, various industries are strategically planning to
capitalize on the distributed advantages of this technology, including transparency, high security, real-time information sharing, process automation,
and asset management and tracking. This technology finds numerous applications and benefits across diverse domains such as finance and banking,
insurance, supply chain, healthcare, cybersecurity, transportation, energy management, and infrastructure and is extensively utilized in practice.

2-  Proposed Work and Methodology

The use of blockchain in computation offloading faces limitations such as managing a large number of requests due to the expensive design of consensus
methods. In addition, by analyzing the transactions and traffic, the influential groups can obtain the identity of the owners of the offloaded workloads
and their sensitive content and violate the privacy. In order to solve these challenges, this article takes a step forward by presenting a scalable and
anonymous computation offloading method in blockchain. The proposed approach changes the blockchain architecture using Merkel chain as a Directed
Acyclic Graph and optimizes the consensus method to solve the challenges of scalability. As well, the proposed appraoch uses the zero-knowledge
proof'to improve privacy and anonymity. The proposed approach is evaluated through the implementation of multiple scenarios. The evaluation platform
consists of a server with a 10th generation Xeon processor, 32GB RAM, and a 1Gbps network card, partitioned based on Docker. Network nodes in the
blockchain platform are developed using the Golang programming language. Each node securely connects to one or more other nodes through the
GRPC protocol over TLS channels. Additionally, application programs connect to the nodes through REST APIs, generating transactions. After creation,
each transaction is referred to the gossiping process. Upon receiving a transaction, neighboring nodes temporarily store it in their memory before
gossiping, and after gossiping, if the transaction is valid, it is persisted in a directed acyclic graph-based No-SQL database. The smart contract in the
system is also developed in Rust. Each evaluation is precisely executed 10 times, and all results are reported with a 95% confidence interval.

3-  Conclusion

This paper discusses a scalable and anonymous computation offloading method based on blockchain technology. In this regard, the possibility of in-
chain offloading is explored instead of using other technologies such as cloud computing and edge computing. Additionally, scalability in the blockchain
is improved by modifying the consensus structure, transaction validation, as well as the storage and retrieval structure of information. Furthermore,
zero-knowledge proofs are employed to enhance privacy and anonymity.

For future work, we plan to utilize Sharding and intelligent summarization approaches to accelerate transaction registration on the network. Moreover,
we intend to combine the proposed approach with the InterPlanetary File System (IPFS) decentralized storage protocol to leverage transaction sharing
in the network and handle a vast amount of offloaded computation in a modified node.
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