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Abstract. The robustness of a social network in response to unexpected events is still challenging for real-world networks.
This paper addresses the challenge of evaluating social network robustness against unexpected events, particularly in real-
world signed networks. We analyze the clustering vulnerability and balance of Signed Social Networks (SSNs) under the
failure of important nodes. The main objective is to identify the critical nodes whose removal disrupts the network by
weakening its clustering. It is evaluated by the Average Local Clustering Coefficient guided by the balance degree of the
networks. To identify critical nodes, we propose parameter-based greedy strategies that remove nodes based on specific
criteria. We conduct a comprehensive analysis of the real and synthetic SSNs generated by different well-known models and
also online datasets. Our experiments demonstrate that removing a small percentage of nodes with the highest "Fans Minus
Freaks (FMF)" value significantly reduces the network's clustering coefficient. Interestingly, centrality and PageRank metrics

also play a role, but to a lesser extent, ranking second and third in terms of critical impact, respectively.
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1. Introduction

The flexibility of a network against attacks and
shortcomings has been a growing concern in recent
years. The robustness may be one of the desirable
features for complex networks such as social
networks and tries to determine how the network
performance is affected by external disturbances. In
other words, robustness determines the flexibility of
a network in response to unexpected events,
including defensive attacks and stochastic defects
[1]. Complex systems with an ability to maintain
organizational  structure,  performance, and
responsiveness under such unexpected disturbances
are more robust [2]. The concept of vulnerability is
generally used to understand and describe the lack
of capability and flexibility of complex systems [3,
4]. The robustness of social networks and other
complex systems depends on the network structure
and how the network clusters are connected.

The difference between the signed and unsigned
networks can be considered in two main aspects; one
in terms of the complexity of the signs and another
due to adding signs to the edges [5]. The signed
edges provide a unique interpretation for the signed
networks concerning the inherent characteristics of
SSNs like the structural balance defined by balance
theory. Moreover, the property of transitivity is
defined in the unsigned networks, and a high value
of local clustering in the form of triangles is
significant. According to balance theory [6], some
triangles are more seemingly formed in the balanced
states than others (i.e., unbalanced) in the signed
networks. Subsequently, analyzing the signed
networks needs to capture both unique properties of

signed networks, e.g., the distribution of structurally
formed triangles. The interpretation of positive and
negative signs is different from these settings. This
is the challenge of utilizing theories of signed edges
to evaluate how the failure of signed edges affects
the clustering of an SSN.

Clustering is a fundamental feature in a network
associated with a wide range of topics by
considering the diffusion of information in a social
network (e.g., rumor propagation) [7]. Local
Clustering Coefficient (LCC) [8] evaluates node
connectivity. A node has a high clustering
coefficient if its’ neighbors are directly connected.
When nodes are removed from a network, some
other nodes may be separated from their original
clusters.

Finding a solution to this emerging problem is still a
big challenge because (a) Average Local Clustering
Coefficient (ALCC) behavior is not uniform in node
elimination, and it is unpredictable even in response
to a minor variation, and (b) most of the real social
networks have large sizes; therefore, they do not
have an exact computation and a unique solution. In
this paper, we analyze the vulnerability of clustering,
in particular for the signed social networks. We also
reply to this question for an SSN, how can we find a
set of vertices that maximally degrade the network-
clustering coefficient? To answer this question, the
clustering coefficient is evaluated by removing the
nodes with the highest amount of FMF [9],
centrality [10], and PageTrust measures as the
important criteria in an SSN analysis to detect critical
nodes concerning the vulnerability. To verify the
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results, balance theory, as an influential concept in

the structural clusterability of a network, is

evaluated under critical node failure. The main
contributions of this paper are:

e Analyzing the complex SSN vulnerability using
the clustering coefficient guided by the balance
of clustering,

e Finding a subset of an SSN to evaluate the
vulnerability of clustering, which maximizes
the changes of the clustering coefficient by
focusing on centrality measures, and

e Experimental analysis of the artificial and real
networks under the failure of critical nodes.

The remainder of the paper is structured as follows.

The problem statement is discussed in Section 2.

The third section contains related work. Section 4

introduces the structural balancing theory of the

signed graphs. The details of the suggested
technique and the key parameters of the SSNs
clustering coefficient measures are discussed in

Section 5. Section 6 assesses the findings of specific

experiments that used artificial and actual SSNs to

identify crucial nodes in terms of vulnerability. We

conclude in Section 7.

2. Balance theory and Problem statements
Balance and clusterability are widely studied in
social networks, such as [11-18]. The concept of
balancedness has been applied to some research
areas of social sciences and many other fields. To
verify the existence of stable clusters in a graph, the
concept of separability of signed graphs and the
clusterability issues, such as the local clustering
coefficient distribution, and the triangle distribution
of signed graphs, should be examined. The triangle
theorem is the cornerstone of structural balance and
explains why the signed networks have conflicts. In
defining structural balance, Heider [6] stated that
when all of the triangles in a generic signed network
have an even number of negative edges, the network
is balanced.

Balanced theory establishes a viewpoint on a
triangle with three positive signs (a) and those with
one positive sign (c) that are more plausible and
common in real SSNs than triangles with two
positive signs (b) or none (d). The balanced triangles
with three positive edges serve as an example that
“the friend of my friend is my friend”. In contrast,
those with one positive and two negative edges
capture the notions that “the enemy of my enemy is
my friend”, “the friend of my enemy is my enemy”,
and “the enemy of my friend is my enemy”. In other
words, a signed graph is balanced in terms of
clusterability if and only if there exists a divider to

separate its nodes set into two subsets [} 4]. One of
them is perhaps empty, such that every positive edge
connects two nodes in the same subset and every
negative edge connects two nodes from different
subsets. There is a simple algorithm to detect

balance [20]. The goal states that all
communications within each part are positive and
any connection between two parts is negative. To
study balance in real-world signed networks, a
precise way is needed to quantify how balanced they
are [21]. Based on the clustering coefficient in a
network, we consider the parameters that quantify
crucial measures in terms of vulnerability. These
measures either determine the strong or the weak
sense of balance, i.e., have an odd number of
negative edges (strong balance) or precisely one
negative edge (weak balance) [22].

To analyse the vulnerability of clustering in SSNs,
the main challenge is finding how the behaviour of
a network is changed when elements (nodes or
edges), in particular elements with high-value
centrality measures, are removed. Node attributes
play an important role in shaping network structures.
A node's fault, specifically in valuable nodes, could
affect the network performance. For this purpose,
the adjacency matrix of an SSN named A is
considered N * N, in which N is the number of nodes.
Each entry of A is a connection (i,j) € [23] to present
negative edges, no edges, and positive edges
between node i-th and j-th in graph G’(V,E). The
most important parameters, which are used in
vulnerability analysis of SSNs, include the degree of
centrality (called the FMF centrality measure),
PageTrust, and the centrality-based measure. At the
same time, the network balance values characterize
the stability of the signed graph. A formal research
question based on the definitions expressed in the
clustering vulnerability of SSNs is: How can we find
a subset S* € V, |S"|=k k<N to evaluate the
vulnerability of clustering, which maximizes the
changes of the clustering coefficient of G’(V, E) by
focusing on the centrality measures?

3. Related works

The wvulnerability analysis has sparked a lot of
interest among network scientists. This research
topic is divided into two categories. The first is
evaluating the graph robustness by finding the
critical nodes, and the second is manipulating a
network's robustness from the network vulnerability
perspective [24]. In the first category, different
criteria and metrics were proposed, including the
connectivity value of a graph [25], the typical size of
the largest cluster of a graph and the corresponding
size of the isolated cluster [26], centrality measures
like betweenness and the geodesic length [27],
eigenvector [28], a comparative approach between
node shortest path [29], overall pair-wise
connectivity [25] or new parameters to describe how
positive and negative connections interact in a
signed network [30].

To manipulate the robustness, various techniques
have been provided, such as [26] and [31] or
applying graph percolation [32]. Veremyev et al. [33]
and Veremyev et al. ([34] created frameworks for
integer programming to find critical nodes that



minimize a connectivity metric subjected to
budgetary constraints. For additional network
vulnerability analyses, the reader is motivated to
study the surveys of [35] and [36].

The concept of the clustering coefficient was firstly
presented in [8] and was extended to the positive
weighted edges in [37]. The analysis of the
vulnerability based on Average Local Clustering is
rarely investigated [38], [39], and [40].

In a study [41], the authors analysed the
vulnerability of community structure by an
exploratory approach. They also discussed heuristic
approaches to discover the critical nodes in a
modularity-based graph structure. The authors in [42]
discussed nodes whose failure critically harms the
network by clustering reduction. Alim et al. [23]
presented a technique to produce the community
edges to determine the critical components. Ertem et
al. [43] investigated how to detect node clusters in
social networks with a high clustering coefficient;
however, their work did not take into account the
vulnerability analysis of a network considering the
clustering coefficient. The authors in [44] studied
the vulnerability of networks and its impact on the
network performance.

Most of the available approaches for social network
analysis consider unsigned networks [£°];
therefore, edges are considered unsigned or only
with positive value [46]. In [47, 48] negative edges
are used to explore communities (clusters); however,
these edges are not used to measure popularity or
similarity. In [9], several methods have been
compared. These analyses focus mainly on defining
global trust sizes using the path length or adapting
PageRank [49] and [50].

According to the author's best knowledge, no
research has been done on the vulnerability of signed
social networks in which an edge’s sign reflects user’
positive or negative attitude toward another user. In
this paper, we investigate the impact of removing
critical nodes on the network clustering structure.
Our main objective is to identify the critical nodes
whose failure damages the network due to the
weakening of the cluster. This is evaluated by the
Average Local Clustering Coefficient guided by the
balance degree of networks. We define the
vulnerability of SSNs based on the clustering
coefficient guided by the balance of the networks as
an optimization problem. The approach finds critical
nodes using proposed parameter-based greedy
techniques while removing critical nodes of an SSN
to analyse the clustering coefficient.

To the best knowledge of the authors, the strategy
that we propose provides a number of advantages
over previous studies. On the target dataset, our
approach achieves significantly higher accuracy
than the previously discussed methods. This
overcomes the shortcomings of earlier techniques
and offers a notable increase in performance.
Compared to existing methods, our suggested

method has a faster inference time and is
computationally more efficient. This improved
performance is significant for applications in real
life where speed is an essential component.
Moreover, compared to previous approaches, our
method is more flexible and manages difficult
situations (noisy inputs, changing environmental
circumstances) better.

In comparison with the architecture of the model to
the previous complex designs, it is much more
straightforward. This simplification can result in less
resource usage, faster training, and simpler
interpretation. Beyond the topic that is addressed in
this study, similar problem areas may benefit from
the application of the suggested strategy. This
versatility enhances the partnership's significance
and total influence.

4. Proposed approach

In this section, we introduce the primary definitions
of the proposed approach. Table 1 lists the symbols
used in the problem definition. The proposed
approach is shown in Fig. 1. As the input parameter
of the proposed method, the adjacency matrix is
utilized. The clustering coefficient is analyzed based
on the normalized data matrix of the centrality
criteria. The selected measures are defined in
Section 5.1. At each step, the behavior of the
clustering coefficient is captured by removing the
highest elements concerning the selected measures.
The objective functions are defined in Section 5.2 to
find a maximum subset S* € V, which maximizes
the changes in the clustering coefficient. The
pseudocode for the proposed approach is provided
in the following pseudocode.

The pseudocode of the proposed approach
1. # Normalize data matrix

2. normalized_matrix = normalize(matrix)
3. # Define centrality measures
4
5
6

centrality_measures = [measurel, measure2, ...]
# Maximum change in clustering coefficient
while True:
a. # Find element with highest value for
current centrality measure
b. max_index =
find_max_index(normalized_matrix,
centrality_measures[0])
c. # Calculate change in clustering
coefficient
d. delta_cc = calculate_delta_cc(matrix,
max_index)
e. # Check if improvement
f.  if delta_cc <= max_delta_cc:
i. break
g. # Update variables
h.  S.append(max_index) max_delta_cc =
delta_cc
i.  # Remove element from consideration
j. normalized_matrix[max_index] =0
7. # Return maximum subset
8. returnS




The method is extendable to different centrality
measures. Furthermore, different multi-optimization
techniques can be used for solving this problem in
future work.

Building adjacency matrix
for a SSN

Calculating centrality
measures for the SSN

Calculating the clustering
coefficient by removing
vital elements based on

centrality measures

Tracing the network balance
and ranking vulnerability nodes
ina SSN

Fig.1. The architecture of the proposed approach

Table 1: Notations
Descriptions Notations
Signed graph G=(V,E"E)
Negative edge E”
Positive edge E*
Negative in-degrees d,(v)
Positive in-degrees i (v)
Negative out-degrees do: (V)
Positive out-degrees D)
The out-degree of positive links of u; 0]-+
A matrix full of ones of the specified size Juxn
The teleportation parameter 0<ac<l
Unsigned adjacency matrix
Adjacency matrix
The absolute diagonal degree matrix
Represents the sign of the edge betweeniand | sjj

T 2

J

Degree of node u(unsigned) ki
Number of nodes N

Local clustering coefficient of node u C(u)

Sign local clustering coefficient of node u C(w
Average local clustering coefficient of graph | C(G)

A positive integer for the number of subsets k
The weighted edge between i, j z(i,j)
Degree of balance DB
The indegree of positive links of ui |1
The indegree of negative links of ui |7 |

4.1 Measures

In a social network, the centrality measure of each
node is determined by a value. This value represents
the node's importance in the network. For a signed
network, a centrality measure involves the
combination of two values and the interaction
between positive and negative edges. The most
common measures may have both positive and
negative values. Positive and negative edges are
consistent with the “friend” and “foe” relationships.
The interplay between significant relationships and
the inherent imbalance of positive and negative
edges in real signed networks poses a significant
challenge for determining centrality measures. A
centrality measure for the signed social networks,

which considers the degree of positive and negative
nodes, FMF (Fans Minus Freaks), has been
proposed by [51]. Other measures, such as
PageRank and centrality-based measures [52] have
also been considered to discuss the vulnerability of
signed networks based on the proposed method in
this paper. A modified version of PageRank, called
PageTrust [53], is also considered.

Definition 1 Signed graph and corresponding
adjacency matrix. We show a directed signed
network by G = (V, E*, E). In this network, each
edge (a, b) € E* means a trust b, and each edge (a,
b) € E” means a distrust b. The relevant adjacency
matrix entry of a graph contains 0, -1, and 1 for
unconnected nodes, negative, and positive edges
between two nodes.

Definition 2 Positive and negative in/out degrees.
d}, (V) and d,(V) are used for the positive and
negative in-degrees, and d},,, (V) and d,. (V) stand
for the corresponding out-degrees. This parameter
can also be extended to neighbour sets as N;f (V)
and N, (V) applied for the positive and negative in-
neighbor sets, and N, (V) and Ny, (V) are
considered for the corresponding out-neighbor sets.
Definition 3 Degree of centrality (FMF). Nodes
with positive edges are introduced as Fans, and those
with negative edges are Freaks. Degree centrality
could be defined by this simple generalization to the
signed networks. More formally,

FMF(v) = di,(v) — dip(v) (Y
Definition 4  PageRank-based  Algorithm
Parameters. PageRank is defined on directed graphs
with non-negative edge weights [54]. It depicts the
path of a random “surfer”, which follows the
directed edges in a random manner and “teleporting”
to a random node at chosen intervals. It is the
dominant left eigenvector of the Google matrix G,
which is given by Eq. (2).

G = a- ar)ﬁ_lff + (a/n)]nxn 2
where, Jnxn IS @ matrix full of one with a specified
size, and 0 < a < 1 represents the teleportation
parameter. G is a left-stochastic matrix (it means that
in G each row sums to one), and H is the definite
diagonal degree matrix. PageRank only applies to
non-negative edge weights; so, the unsigned
adjacency matrix A must be used instead of A.
Therefore, the final rank is not a sign of popularity
but a sign of centrality, indicating the desire of users
to be central without the recognition of friends and
foe links. The original PageRank algorithm
computes the credit rating for the i-th node:

Pry @)
o}t

Pr; =
u,—el{fl
where, |0}t is the out-degree of positive links of u;.
Pr; could be computed iteratively by Eq. (4):

Pri 1 (4)
Pritt=q E L+ (1-a)~
! |0} ( )N

.1t
ujEl]



PageTrust [53], as a modified version of PageRank,
is used in the signed networks, in particular in
ranking nodes in the signed social networks [55]. In
PageTrust, the ranking value of node i is computed
using PR; as follows:

prt 1 (5)
PR{™ = (1-Qu(®) i + (1-a)+
( )[“ujze,;lojl D]
where Q is a matrix computed as:
Qt+1) =T(®P() (6)

and T(t) is the transition matrix at time t. PR{** and
also PR} are matrixes with N*1 dimensions.
In each iteration step, P is calculated as follows [53]:

1 if (iL,j) €6 @)
Pit+1)=4{0 =)
Q;(t+1) otherwise

where, G~ denotes the positive links of G. The
initial values are defined as P(0) = Q(0) = A", where
the adjacency matrix of each subgraph is represented
by A~ while considering just negative links.
Definition 5 Centrality-based measure Centrality
Measure Matrix. By sorting the nodes in a network
according to m selected centrality measurement and
the centrality value, the centrality matrix is
represented by matrix D, where q;; is the
normalized node i value based on the centrality
measure j shown by s;;. The entry of D is normalized
to a normal integrated range based on Eq. (9).
CCu) = ldinl = Idi | ®)

Y ldh]+ ldg
As mentioned previously, |d},| is the in-degree of
positive links of u; and |d, | is the in-degree of
negative links of ui.
Definition 6 Centrality Measure Matrix. By sorting
the nodes in a network according to m selected
centrality measurement and the centrality value, the
centrality matrix is represented by matrix D where
a;; is the normalized value of node i according to the
centrality metric j shown by s;;. The entry of D is

normalized to a normal integrated range based on Eq.

9).
(a)..z °y i=12.m; j=12..n ©)
)T

4.2 Obijective functions
4.2.1 The Cluster Vulnerability Analysis of SSNs
Definition 7. Local Clustering Coefficient. For a
node i € V', there are k;adjacent vertices of i in G.
C(i) is the local clustering coefficient, which is
characterized as the likelihood that two random
neighbors of i are linked in the same way. It
quantifies how a neighbor subgraph is close to a
clique. The local clustering coefficient C(i) is
defined as follows ([8]).
2060 260 ZG.a) (10)

‘O -
where, k; is the degree of node i by considering the
unsigned values, and z(i,j) is the weighted edge
between i, j. This index requires a binary network to
compare the un-weighted degree in the denominator
and considers the weight of all edges in the triangles.

The clustering coefficient can be applied to both
signed and unsigned networks. It is possible to
replace the unsigned adjacency values instead of the
signed values. The signed local clustering € (i) is
computed using Eq. (11):

Xja Zia st Zstia) ZsG.a) 1)
ki(ki —1)
The index C (i) varies in [-1, 1]. It takes the value 1
when all i neighbors are linked in pairs, and these
pairs only form positive triangles with i. The value -
1 is taken in the same way and only forms negative
triangles. Zero value indicates that i has the same
number of positive and negative triangles or i
neighbors are not connected.
Definition 8 Average Local Clustering Coefficient
(ALCC). In graph theory, ALCC is a measure used to
determine how much vertices of a graph tend to
cluster together. ALCC for graph G is denoted by
C(G). This metric is computed as the LCC average
over all vertices in the network and is calculated
using Eq. (12):

cG) = %Z c@)

uev
where, —1 < C(i) < 1 for every node i € V, and

C(G) is normalized and only takes values between [-
1, 1] inclusively.

Definition 9 Clustering Structure Analysis (CSA).
For a signed graph G = (V, E*, E7) and a positive
number of k<N, the problem is finding a subset S*
of V with maximum cardinality k (number of
members) to maximize the change of the clustering

coefficient.
AC(S) = C(G) — C(G[V\S]) 13)

o=

(12)

S* = argmax AC(S), ScV,|S|<k (14)

The purpose of the CSA problem is to identify the
network critical vertices to change the average value
of the LCC. Input parameter k is interpreted as the
maximum number of the lost node, which keeps the
resistance of the normal network performance
against defensive or random attacks. So, the state of
|S| = k identifies the critical vertices accurately to
investigate the worst scenarios of failing a network.
4.2.2 Network Energy Based on Balance Theory
Structural balance theory is a fundamental
framework for interpreting the interactions between
signs. It is also used to investigate their effects on
dynamic signed networks. This theory discusses
every possible relationship between individuals in
such networks. This measure has its motivation in
balance theory to determine the stability of a signed
graph. Balanced triads (in which the product of signs
is positive) are considered stable and unbalanced
triads are deemed unstable.

Definition 10. Strong Balance Shapley Value. This
measure, defined as v(C), is considered the number
of balanced triads minus the number of unbalanced
triads.



U(C) = Z _Sij Sjksk}' (15)

{vjvjvi JET(C)

where, the set of triads in C is T(C), and s;j is the
edge between i and j. If two nodes of a triad, to
which i belong are already present in C, i can only
contribute marginally through the triad. This only
happens in one-third of the permutations for a pair
of adjacent neighbors j and k of node i. Thus, the
sharp value SV (v;) is provided by:

1
SV(vy) = Z 5(—517 SjkSkj) {8

{vivihvj ENwRvjvi EN(WY)

Definition 11 Degree of Balance. This measure is
defined as DB. Where, G is a signed graph, ¢(G)
stands for the number of cycles of G, and c+(G)
represents the number of positive cycles of G. DB is
given by Eq. (17) [56]:

(@) (17)

T c(6)
In this work, we use this measure for triads (cycles
of size 3). We analyze how removing valuable nodes
can change the relationships among nodes over time.
This analysis is based on relationships with common
friends. It is also examined which of these changes
converge to a less balanced social structure. Our
simulations have been run with the original signs of
each selected dataset and discuss the result in the
next section.

5. Analysis and Results

As mentioned, ALCC is one of the most popular
metric used for network clustering evaluation [°V].
A higher ALCC of a network result in better network
clustering. ALCC represents several modular
network features, such as global-scale phenomena,
modular structure, and small diameter (or
community structure). ALCC is significant in
connected and unconnected diagrams, including
dense and sparse graphs. Small networks are
expected to have a low clustering coefficient;
however, the existing complex networks have a high
clustering coefficient.

5.1 Datasets and analysis methods

In order to analyze the relationship between
clustering and network vulnerability, empirically,
the dimensional generalization of the Watts-
Stroggats diagrams was applied. The performance
analysis of the proposed approach was conducted in
two parts of a synthetic network and three real
signed networks. Table 2 shows the characteristics
of the synthetic datasets. The columns are the
number of nodes, edges, positive edges, negative

edges, the maximum value of the Global Clustering
Coefficient (CG), and the minimum value of CG.
The synthetic graphs were produced using the
adjacency matrix of simple Watts-Stroggats graphs.

Table 2. Six signed networks used in our analysis

Nodes | reies | #POSIVe | Fnegative | Max | Mi
300 779 515 264 0.204 0.165
500 1425 947 478 0.67 0.563
1000 3246 2660 586 0.67 0.37
1500 4608 3252 1356 0.93 0.58
2000 6018 4720 1298 0.53 0.3
3000 9335 6929 2406 0.127 | 0.086

In the analysis phase, the values of FMF, CC, and
PR were computed and normalized for the network
nodes. Then for each network, k-nodes with the
largest values of features are extracted from the
network. To analyze the vulnerability, the following
strategies are considered:
Yy FMF-greedy: Removing nodes using a greedy
method concerning the highest values of FMF.

Y PR-greedy: Removing nodes using a greedy
method concerning the highest values of PR.

y  CC-greedy: Removing nodes using a greedy
method concerning the highest values of CC.

One possible algorithm to implement these greedy
strategies is the simple-greedy algorithm. The main
novelty in this paper is a developed parameter-based
greedy algorithm for finding the changes in the
clustering coefficient for the CSA problem. The
FMF-greedy algorithm is shown in Algorithm 1.
The other two strategies can be written similar to the
same algorithm by modifying line 2.

Algorithm 1 FMF_greedy algorithm

1. S<0;

2. For each u € V with the max value of FMF
do

3. AC(S) = C(6) — C(GIV\{w3])

4, End for

5. Sk vertices with highest AC(S) values.

6. Return$S

The evaluation results of the given strategies for the
synthetic datasets are shown in Fig. 2. Horizontal
values in the graphs represent the removed fraction
of the total nodes, and the vertical values represent
the average value of the clustering coefficient.
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Fig. 2. Changes of ALCC based on removing the important nodes

Fig. 2. based on removing the various percentage of the
important nodes (in the horizontal axis). The values are
based on eliminating significant nodes according to the
proposed strategies. The results reveal that by removing
the nodes with the highest amount of FMF, ALCC
experiences a drastic reduction, and the graph converges
to lower values. For example, in Fig. 2(c), after removing
0.08 nodes, the FMF diagram shows a value of about 0.5
for ALCC with a significant reduction compared to the
other strategies. This reduction difference is increased by
removing more percentage of nodes. Considering that
ALCC computes the average coefficient, removing critical
nodes in smaller networks has a more significant impact
on this value.

The ALCC reduction is more significant in the FMF-
greedy rather than in the other strategies, in particular
when the data size is increased. For example, see Fig. 2(c)
to Fig. 2(f), in which the FMF chart is located below the
CC and PR charts for the most percentage of the points.
This result indicates that nodes with high FMF values are

critical nodes and should be considered a main problem in
the vulnerability issues. On the other hand, removing
nodes based on FMF-greedy causes the maximum
reduction in the clustering coefficient by minimizing the
removed nodes. Therefore, the network vulnerability is
more affected.

As mentioned, the purpose of the CSA problem is to
identify the critical vertices of the network to affect the
ALCC values. We can regularize the required network
performance against defensive or random attacks by input
parameter k (Eq. (14)). As the results show in the FMF-
greedy, with a smaller value of k, the network clustering
goes out of the normal mode. For CC-greedy and PR-
greedy algorithms, the value of k is higher.

The online signed social networks in this paper include
the trusted network of the Epinions, the social network of
the blog Slashdot, and the voting network of Wikipedia
(Table 3). Moreover, these sub-networks were directed,
and we made them undirected. We have two convincing
reasons for this process. The reasons are: (i) These
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datasets have a tiny fraction of reciprocated edges with
different signs (0.0032 % for Epinions, 0.0037 % for
Slashdot, and 0.0273 % for Wikipedia); so, the number of
deleted edges is fewer, (ii) In balance theory, the
excessive edges should not have a conflict with the
structural balance theory of the signed networks.
Therefore, it is reasonable to expect that the reciprocated
edges have the same signs.

Table 3. Three real signed networks used in our analysis

Epinions Slashdot Wikipedia
#Nodes 119,217 82,144 7,118
#Edges 841,200 549,202 103,747
#positive edges 85.0% 77.4% 78.7%
#Negative edges | 15.0% 22.6% 21.2%
Triad 13,375,407 1,508,105 790,532

Epinions -ALCC
0.014
o0z O=O=0=0=Omicg-—9-a-o o
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0
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Fig. 3. Changes of ALCC based on removing the important nodes
in real signed networks
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Figure 3 represents the behavior of the clustering
coefficient based on the removal of critical centrality
nodes by the applied strategies. The results reveal that
removing nodes based on the FMF-greedy strategy
creates the maximum reduction in the clustering
coefficient with the least number of eliminated nodes, as
in the case of synthetic datasets. Furthermore, the nodes
with the greatest FMF are critical, and they strongly affect
the network's vulnerability. In other words, removing the
critical nodes significantly damages the network due to
reducing the clustering coefficient. The parameter CC and
PR measure significantly reduce the clustering coefficient
when a considerable number of network nodes are
removed. Deleting a large percentage of nodes is not
possible for assessing the behavior of the clustering
coefficient in vulnerability analysis.

In the analysis phase, we investigated and verified the
reasons for changes in the ALCC. For this purpose, we
utilized important properties and principles of the signed
network clustering guided by structural balance theory.
Facchetti et al. [58] showed that real signed networks are
almost balanced. It is due to the distribution of the signs
of edges on the node in these types of networks. In the
following, we specifically focus on the proportion of
balanced/unbalanced triangles suggested by balance
theory. We analyze what happens if important centrality
nodes, including FMF, PR, and CC, are removed in the
real datasets.

Our results are the averaged results of 10 generated
networks for each method on each dataset. FMF, PR, and
CC perform near identically on the balanced values
distribution and the local clustering coefficient. In the
experiments, we assess the variance of balance degrees
after removing nodes in each greedy strategy. We verify
the influence of removing nodes on the degree of balance
for the Epinion dataset. In each removal step, the number
of positive and negative triangles are decreased
unpredictably. Therefore, the values of balance may
increase or decrease. Dominant triads are positive for all
datasets at first. When some nodes are removed from a
network, the number of triads decreases with a random
distribution. However, removing based on the FMF-
greedy strategy decreases positive triads more than other
strategies. It means that the removal strategy has a
significant effect on how triads evolve. It also affects the
degree of balance.

In the FMF-greedy algorithm, the number of positive
triads is decreased more than the number of negative
triads. In other strategies, DB increases or decreases in
each removing step. To show the phenomenon more
clearly, the final values of DB are compared with other
strategies on real-world datasets in Fig. 4. As shown, the
results of DB in FMF-greedy are slightly less than the DB
values in other strategies with some exceptions.
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