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Abstract

In recent years, software bug detection techniques have become widely used by application developers to improve code quality and ensure robustness.
One of the most popular approaches is static analysis, which relies on pattern-based methods. These techniques involve manually creating patterns by
experts to identify known bugs. Despite the extensive efforts to create a large set of patterns for different bugs, there are still numerous bugs that slip
through all the available filters. In response to this limitation, this paper introduces a new method for automatic bug detection specifically designed for
JavaScript code. The proposed approach involves mapping both buggy and bug-free code to graph representations. These graphs are then fed into a
deep learning model that has been trained to classify the code as either buggy or bug-free. The model’s ability to work with graph data allows it to
capture more complex relationships within the code. Furthermore, this approach can adapt to new, previously unseen bugs, enhancing its robustness.
Evaluation results show that this method is able to detect a broader range of bugs and outperforms previous detection techniques in terms of accuracy
and coverage.
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Introduction

Automatic bug detection techniques are widely used by developers. Although various bug detectors have been created and are widely used, there are
many bugs that pass through all existing filters.This paper proposes a new learning-based method for detecting bugs in JavaScript applications. The
main goal is to identify a wide range of programming errors, complex bugs that require adding or removing commands, which were not addressed in
previous works. The approach uses the abstract syntax tree to extract an equivalent graph for each input code. A machine learning model is then trained
to predict the correct label using the graph structure and its node characteristics. The method can predict labels for previously unseen graphs.

Proposed Work and Methodology (including comprision, simulation/experimental results and discusion)

In the proposed method, we model the bug detection problem as a graph classification problem. First, we convert the input program code into a graph
according to the abstract syntax tree, and then we use the graph classification method and deep learning to classify buggy graphs and bug-free graphs.
In this article, Patchy-SAN method is used. It is used for graph classification. The general goal of this method is to learn a function from a set of graphs
that gives us a general representation of graphs. These representations can then be used for any operation such as graph classification. We implemented
the proposed method in this research with Python programming language and tested it on the dataset of JavaScript codes. The results show that we have
achieved an accuracy of 73% for 96268 samples. Compared to the previous works, the proposed method detects a wider range of bugs, while in the
previous methods, the bugs have been evaluated separately, and in most of the methods, the bugs are specifically in the datasets and codebases and
specific codes have been examined while the proposed method has been tested on the codes available in GitHub.

Conclusion

In this paper, we have presented a solution based on deep learning on graphs for the problem of detecting bugs in programming codes. Graphs are rich
and flexible structures that can accurately represent the interaction between different parts of many complex systems. In this paper, we have modeled
the bug detection problem as a graph classification problem. Comparing the results of implementation and execution of this method shows that the
proposed method detects a wider range of bugs compared to previous works. In the future, we can consider the combination of graph node classification
methods with graph edge classification methods to detect the location of bug.
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